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Abstract: In this paperwe introduce the conceptof
contt-awae servicesas an extendedform of location-
basedservices. We describea new architecturefor real-
izing contet-aware serviceswhich has a number of key
benefits. This architecturerelays on mobile software
agentsassecurity-centrianiddlevare. Our approactallows
to combinedisjunct database®y establishingapplication-
dependanlinks betweenremotedatasetswith a proprietary
access.We describeall necessaryolesand placesto estab-
lish amultilateralsecurityconcepffor all participants.
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1 Motivation

Presentlythereis a wide rangeof information avail-
ableon theInternetstoredin disjunctdatabasewhich
to datecanonly be queriedindividually. Additionally
such publicly accessibledatabasesre also typically
designedor proprietaryaccessvhichmayalsoonly be
availableon alimited numberof computingplatforms.
The challengethereforeremainsof beingableto opti-
mizethe queryingof thesediscretedatasourcesothat
information can be combinedin orderto achiese the
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maximumbenefitfor the user To this endwe propose
the creationof so-calledcontext-awale services

We define this term as tailor-madeservicesdeliv-
eredto the useron the basisof a numberof factors,
which areasfollows: users currentlocation,userpref-
erencesasedon a personalprofile reflecting his/her
usualhabits time of query, typeof deviceto which ser
vice is being delivered. Thus contect-aware services
canbeseerasthenext logicaldevelopmenbf currently
well establishedocation-basedervices. Commonly
they integratemultiple disjunctdatasourcesn orderto
fulfill theirtask.

Availability of context-aware servicescanbe bene-
ficial in a numberof scenariodothin the leisureand
businesgdomain;for instancea businesdraveller may
whishto spenta fixed amountof time for sightseeing
trip. This trip shall be arrangedby meansof a ser
vice storedon his PDA. Furthermorethe servicemay
not only provide a routemap, but alsodeliver pictures
and additional information on the different point-of-
interests Thisrequiresawholelot of databasaccesses
andmostof themare context-dependandkor instance
they dependbntheusers averagespeedage,interests,
actualtime, departurdime, currentiocationanddepar
turelocation.

Personapreferencesandeterminethe relevanceof
informationdeliveredto a user;vegetariantouristsfor
instancewill not have steakhousesecommendedo



them. The time of a queryis a factorin determining
the relevanceof a queryanswer;shopopeningtimes,
which differ from countryto country canthereforebe
consideredh relationto thetime of aquery Lastof all,

serviceswhich are aware of whatkind of device they

arebeingdeliveredto canobviate problemsof inappro-
priate presentatiorformats; for instancelarge graphic
fileswill thereforenotbe sentto a mobile device using
astandardsSM connectiorfor datatransfer

2 Approach

Sinceit is no longera problemto storehugeamounts
of data,the problemhasshifted towardsthe question
of how to find specificinformation. Moreover, en-

abling the queryingof disjunctdatabasesvith totally

incompatibletable structuresor even differentstorage
conceptds a major problem,which hasstill not been
solvedsatifactorily.

In our opinion the soleway to integrateincompati-
ble datasourceds by meansof proactive components.
Proactve components,such as software agents,are
ableto establishlinks betweendataaccordingto the
application.

We suggestmobile software agentsas proactive
componentsrealizing interconnectionsbetweendata
sourcesMobile agentsffer the optimumsolutiondue
to theirbenefitawith respecto aspect®f security flex-
ibility anddatacompressionkor eachtype of queryin
an applicationwe suggest specificagent. If a query
hasto be performed,the accordingagentwill bein-
stantiatedmigrateto a numberof datasourcesandre-
turn with a reportwhich aggreyatesthe resultsof its
gueries. Sinceit is sufficient for eachagentto know
the structureof the smallnumberof specificdatabases
it is working on to performthe querytask,the devel-
opmentbecomewery effective, scalableandtherefore
manageablen alargescale.

The interconnectiorbetweentwo datasourcesbe-
comes even more valuable when context specific
gueriesbecomeinvolved as definedin sectionl. Be-
sidesinformationaboutcurrenttime andthe users lo-
cationusuallyusedto provide location-basedervices
(LBS) [1], information aboutthe users currentsitua-
tion, his habitsandneedsnablesusto focusthe query
on a small subsetof a hugeamountof available data

andtherebyenableseffective context aware datamin-
ing [6] asanextensionto “common”LBS.

In otherwords: dependingn the currentusers con-
text aspecificagentcreatesanapplication-specifitink
betweentwo or more databasesThis link exists just
aslong asthe agenthasto be alive to provide the in-
formation. Of courseanagentcould communicatets
"experience”to otheragentsheforeit dies, but since
the users context [4] is highly dynamicaswell, one
would usally want to renav thesedatabasdinks for
eachquery

3 Architecture

We definedifferentroles (seeFigure 1) appearingn
our approachtandthe dependencieketweerthem.

So-calledserviceproviderswith detailedknowledge
aboutthe interfacesto datasourcesof certain infor-
mation providers develop specific servicesas mobile
software agents. Thoseserviceswill be collected,re-
viewed and publishedby servicebrokers as piecesof
executablecode. Besidesstructuringandfiltering the
variety of providedservicegqjuality inspectionis ama-
jor issue. Througha cryptographicsignatureon the
agents codethe servicebroker can be identified un-
equiocally as instanceof trust, wherever the agent
is to be executed. This is one requirementto setup
fine-granulasecuritypoliciesonthoseagentsenerson
whichanagentis executedo fulfill its tasks.Thusit is
thejob of the servicebrokerto ensureheharmlessness
of agentsby meansof the often addressednalicious
agentproblem[3], asfaraspossible.

An userwho wantsto accessa servicedownloads
this serviceasa mobile agentfrom the servicebroker
andinstallsit on his mobile device - subsequentihe
is ableto benefitfrom its features. Two kinds of ser
vicesare concevablehere:thosewhich areinstructed
by theuserin directinteractionbeforethey investigate
thevalidity of theinformationandthosewhich areac-
tivatedonceandthenrun asautonomousackground
processeproviding the userwith informationandas-
sistinghim in caseof specialevents.

To optimize the instruction processof servicesthe
personalprofile keepstrack of the users preferences.
Theseincludethe users genericfavours, programset-
tings, and productive data such as datebook,phone-
book, or diary. Agentswill querythe profile database



if they requirecertaininformationaboutthe user An

userwill thereforenot be incorveniencedy informa-
tion requestsintil arequestegieceof informationcan-
notbefoundin theprofile. In thatcaseit is thetaskof

the personabrofile asactive componento requesthe
requiredinformationin communicatiorwith the user

Of coursethe userhasthe possibiltyto alterautomatic
generatedettings,addnew settings,or deleteparticu-
lar entriesfrom the profile.

Theunderlyinginfrastructuramplicitly definessev-
erallogic placesseparatedhy meansof differentsecu-
rity domainsandis describedn thefollowing.

Mobile device The mobile device actsasthe standard
unit of executionfor the users needs. Usually
it has small computing power, but a high con-
nectvity. It storesjust the informationwhich is
actually neededand thosewhich enablethe user
to continuework even if a network connection
is not available. The mobile device could be
equippedwith additional(generallyplugable)ex-
tensionssuchas GPSreceversfor the users cur
rentlocation.

User'shomebase Thehomebasé&eepsthe users per
sonalprofile. This datashouldbe (authorized)ac-
cessiblevia the Internetaswell. The useris al-
ways reachableby meansof his homebasesince
the homebaseremembershe mobile device that
wasrecentlyusedby theuser e.g. by thedevice’s
IP addressA messengeagentsentby Alice with
theorderto meetBobwould migratefirstto Bob’s
homebase.A stationarypersonalgentat Bob's
homebasevould checktheidentity andintention
of Alics agentsandoccasionallyallow him to mi-
grateto Bob’s currentlocationin orderto hand
overthemessage.

Serviceportal The service portal provides services
for download. Theseservicesare manifestedas
a group of agent$ which interactwith the user
migrate back and forth betweenmobile device,
homebas@nddatasourcesandperformthe task
accoringto the userspreferences. The service
providerusuallyintegratesdatabasaccesswhich
are coordinatedwith the information providers.
Hencehe canrely on different but stable APIs

1Thesemay be both mobile and stationaryagents. Typically a
servicerequireshothtypes.

for eachdatasource. Queryagentscould access
themby meansf standargrotocols(e.g.SQL or
LDAP) andevenmigrateto thesourcesandaccess
thedatalocally. Hence theagentmetapheallows
to combinedisjunctdatasourcesvhichonly could
be managedifficultly otherwise.

Execution server The executionsener providesboth
the runtime environmentfor mobile agentsand
accesdo datasources. Hence,one could inter-
pretit asa mobile agentsener providing an in-
terfacewhich enablesagentso accesdocal data.
Therearethreetypesof executionseners. First,
execution seners run by information providers.
Thesekind statesthe majority of the exectuion
seners. Secondthe homebasesvhich have ad-
ditional functionalitysuchasrunningthe personal
agenthostingprofile data,etc. And third, the mo-
bile devices which act as executionseners with
theability of directagent-useinteraction.We re-
fertotheconcretearchitecturef theagentseners
aswell asto securityaspectsn section4.

Basic services The basic servicesprovide accessto
sener functionality for the agent. Theseservices
aretypically for dataaccessspecialcomputingal-
gorithms,encrypting anddecrypting,or userin-
teraction.In conclusiorbasicservicesallow anin-
formationprovider to make the own dataaccessi-
ble for mobile agentsandhencecombinablewith
otherdatasourcede hasno knowledgeabout.

Eachof theseplacesbelongto the securitydomain
of the operationauthority The sumof placesprovide
multilateral security for all participants. The mobile
deviceandthehomebasaretypically controlledby the
user whereaghe executionsenersandthe basicser
vicesareundersupervisionof the resceptie provider.
This hastwo mainadvantagesFirst,anagents ableto
performsecurecomputationsn the users securitydo-
main which lessenghe malicioushostproblem. Sec-
ond,aninformationproviderkeepdull controloverthe
provided data. He could implementary dataaccess
policy he desires. This shouldbe keptin mind when
developing secureservices,since frequentmigations
betweenthesesecuritydomainscanbe lessexpensve
thanmostalgorithmsagainstmalicioushosts.

2Encryptionandsigningoperationsshouldalways performedby
a serviceat the users homebasesinceit is no goodideato equipa
mobileagentwith a securecommunicatiorkey.



4 Secure mobile agent platform

As middlewarefor dataaccessve needa mobileagent
platform which providesthe runtime ervironmentfor
the agents. It is quite clearthat this platform should
follow a secureawaredesignconcept.

For our architecturewe usedthe SeMoA (Secure
Mobile Agent) platform[5], which fits our needsbest.
The SeMoA projectdevelopesan opensener for mo-
bile agentswith aspeciafocusonall aspect®f mobile
agentsecurity including protectionof mobile agents
againstmalicious hosts. SeMoA builds on JDK 1.3
andis a “besteffort” to provide adequatesecurityfor
mobileagentsystemssenersaswell asagentq2].

Thesecurityarchitectureof the SeMoA senercom-
parego anonion: agentdhaveto passall of severallay-
ersof protectiorbeforethey areadmittedo theruntime
system(seeFigure2) andthefirst classof anagentis
loadedinto the sener’'s JVM.

Thefirst (outer)securitylayeris atransportayerse-
curity protocol suchas TLS or SSL. This layer pro-
videsmutualauthenticatiorof agentseners,transpar
entencryptionandintegrity protection.Connectiorre-
guestsof authenticategeerscan be acceptedor re-
jectedasspecifiedn a configurablepolicy. Thesecond
layer consistsof a pipeline of securityfilters. Sepa-
ratepipelinesfor incomingagentsandoutgoingagents
are supported. Eachfilter inspectsand processesn-
coming/outgoingagents,and eitheracceptsor rejects
them. Subsequento passingall securityfilters, Se-
MoA setsup a sandboxfor the acceptedagent(which
canberegardedaslayerthree).Eachagentgetsa sepa-
rate threadgroup and classloader This classloader
supportsloading classesthat camebundled with the
agent,aswell asloading classedrom remotedcode
sourcesspecifiedin the agent. Agentscannotshare
classesso one agentcannotnot load a Trojan Horse
classinto the namespaceof ary otheragent. Agents
are separatedrom all otheragentsin the system;no
referenceso agentinstancesarepublishedby default.
Theonly meango shareinstancebetweeragentss to
publishthemin a global ervironment Eachagentgets
its own view on this global ervironment,which tracks
the instancegegisteredby that agent. All published
objectsarewrappedinto proxyswhich arecreateddy-
namically

SeMoA supportsa lot of (security)standardssuch
asJAR archiveformat, X.509, PKCS,andASN.

5 Conclusions

The advantagesof our approachfall into threebroad
catagyories:flexibility , feasibility andsecurity

New query agentscan be easily integratedin an
existing query infrastructurewhich is a major build-
ing block for the high flexibility of the presentedap-
proach. Sinceeachagentestablishegust application-
dependendinks betweendisjunct data sources,the
major problem of integration databasess broken in
smallerparts,which guaranteegts feasability The se-
curity of theundelyingmobile agentsystemallow fine
grainedaccesontrolandsecurgransporof valuable
queryresults.
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