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Abstract. Mobile agentsecurityis still a youngdisciplineand mostnaturally
thefocusupto thetime of writing wasoninventingnew cryptographigrotocols
for securingvariousaspectf mobile agents However, pastexperienceshovs
that protocolscanbe flawed, andflaws in protocolscanremainunnoticedfor a
long period of time. The gameof breakingandfixing protocolsis a necessary
evolutionaryprocesghatleadsto a betterunderstandin@f the underlyingprob-
lemsandultimatelyto morerobustandsecuresystemsAlthough, to the bestof
our knowledge,little work hasbeenpublishedon breakingprotocolsfor mobile
agentsjt is inconcevablethatthe multitude of protocolsproposedsofar areall
flawless.As it turnsout, the oppositeis true. We identify flaws in protocolspro-
posecby Corradietal., Karjothetal., andKarnik etal., includingprotocolshased
0N SeCUreco-processors.

Keywords: mobile agentsecurity cryptanalysisbreakingsecurityprotocols.

1 Intr oduction

Analyzing cryptographicprotocolsfor mobile agentprotectionmeansmeet-
ing old friendsandfoes.In [1, 2], Abadi, NeedhamandAndersonsummarized
somerulesandprinciplesof goodandbadpracticefor designingcryptographic
protocols.We shaw in this paperthattheir advicewasnot followed thoroughly
in the designof somecryptographigprotocolsmeantto protectmobile agents
agpinstcertainattacksby malicioushosts We first summarizehetypical objec-
tivesof the protocolswe analyze:

Objective 1 (Confidentiality) Mobile agentsshall reveal cleartext only while
beingontrustedhosts.

Objective 2 (Integrity) The agentsshall be protectedsud that they can ac-
quire new data on ead hostthey visit, but any tamperingwith pre-existing
data mustbe detectedby the agent’s owner (and possiblyby other hostson
theagent'sitinerary).



The generalobjective hereis to protectcertainfeaturesof a mobile agent
againstmalicioushosts By assumptionthe hostof theagents owneris always
trusted.Someof the protocolsaddressoth objectives simultaneouslyothers
addresgust one. All protocolsaretargetedat protectingfree-ioamingmobile
agentsin otherwords,mobileagentghatarefreeto chooseheirrespectie next
hopdynamicallybasedn datathey acquiredn the courseof their execution.

Unfortunatelytheseprotocolsexposehostsin away thatallows anattacler
to alusethemasoraclesfor generatingorotocoldata. This enablesattackson
cryptographigrotocolsdevisedin [3-6]. In somecaseghisleadsto acomplete
compromiseof the protocol’s securityobjecties.In othercaseshe adwersary
is ableto forge andreplacesubsetf the protocoldatain a way thatmakesit
impossiblefor anagents ownerto detectthe tampering.The importantobser
vation hereis notthatprotocoldataacquiredby agentscanbe truncatedsome
authorsalreadyacknavledgethis possibility) but thatthe attacler canexercise
controlover the datareturnedby anagent.
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Fig. 1. Basic schemeof attackswe mount against various protocols.Trianglesdenoteagents.
Trianglesshadedn graydenoteagentreatediy theadwersaryEve.

The attackswe mounton the analyzedprotocolscanbestbe describedas
interleavingattad [7, §10.5], which is “an impersonatioror other deception
involving selective combinationof informationfrom one or more previous or
simultaneouslyngoingprotocolexecutions(parallel sessions)including pos-
sibleoriginationof oneor moreprotocolexecutionsby anadwersaryitself” Fig-
ure 1 illustratesthe generalschemeof attack:the adwersaryrecevesan agent,
andcopiesprotocoldatabackandforth betweerthis agentandagentsshesent
herself.



2 SomeProtocol Failures

We will write encryptionof someplaintext into aciphertext symbolicallyasc =

{m}k,whereK isthekey beingused.A digital signaturewill bewrittenasan

encryptiorwith aprivatesigningkey S—1. Wewill write S~!(m) whenwerefer
to the baresignatureratherthanthe union of the signatureandthe signeddata.
We assumehattheidentity of the signercanbe extractedfrom hersignature A

cryptographicashof someinputwill bewritten ~2(m). Unlessnotedotherwise,
we assumehatrh is preimage resistantandcollisionresistan{7, §9.2.2],which

impliesthat 2~ mustalsobe 2nd-preimage resistant[7, §9.2.5]. When A sends
somemessagen to B we will write A — B : m. We will write A — B :

{m}k, , whenm is sentover a confidentialchannel Concatenationf m; and
mg iSwrittenasm; || mo. For easeof readingwe referto someentitiesby their
nicknamese.g.,Alice, Bob, andEve. In general Eve will play therole of the
adwersary Alice will play therole of the victim agents owner, Bob and Dave

will playtherole of additionalentitiestakingpartin theprotocols.Theitinerary
of Alice’s agentis written asy, . . ., i,, Whereig = Alice andi, is the host
currentlyvisited by theagent.

2.1 Decrypting the targetedstate

In [3], Karnik and Tripathi proposea targetedstateasa meansto protectthe
confidentialityof datacarriedby anagent.Theideais to make this dataavailable
to the agentonly whenit is on a hostthatis trustedwith respectto keeping
this dataconfidentialfrom otheragentsandhosts.In orderto achiese this, the
plaintext is encryptedwith the public key of the trustedhost. Thetargetedstate
lookslike this:

S R L P

Thetargetedstateis signedby Alice, who is the originatorof the agentowning
thetametedstate Having recevedanagent eachhostinspectghetargetedstate
for ciphertexts it candecrypt.If so,the hostdecryptsit usingits own private
decryptionkey, andmalkesthe cleartet availableto theagent.

Below, we illustratethe attackon this protocol. Without loss of generality
we assumehatthe agents targetedstatecontainsa singleciphertet, which is
encryptedwith the public key of Bob. Alice first sendsthe agentto Eve from
whomit hopsto Bob andthenreturnsto Alice. The protocolstartsasfollows
(for simplicity, we assumdnerethatanagentnitially consistonly of its targeted
stateandits programl] ):

A— E:1ly, {{m}KB}Sgl



The attackis straightforvard. Eve stripsoff Alice’s signature copies{m}x
into thetargetedstateof anagentof herown, signsthis targetedstate andsends
heragentto Bob:

E — B:Ilg, {{m}KB}SEI
B : IIg, {{m}KB}SEl7 {{m}KB}KEl =m

Bobinnocentlydecryptsthetargetedstateusinghis own privatekey andmakes
the resultingplaintext availableto the agent.The agentthen migratesbackto
Eve carryingthe plaintext.

B— E: HE,{{m}KB}S;, m

Eve now is in possessiomf the plaintext which shouldbe available only to
Bob; Alice never detectghe attack.The problemwith this protocolis that,due
to alack of redundang in the ciphertext, Bob canbe alusedasan oracle.Al-

ice needsto include an unforgeableidentifier of her agentin the ciphertet,

e.g.,h(114, A) (se€[8] for analternatve approach)Eventhen,theagents pro-
grammustbe uniquefor eachagent anddesignectarefullysuchthatit cannot
be akusedin theway illustratedabore by meansof maliciousstatechanges.

2.2 Forging the Append Only Container

In additionto the targetedstate Karnik and Tripathi also proposean append
only container The ideais to protecta containerof objectsin an agentsuch
thatnew objectscanbeaddedo it but any subsequennodificationof anobject
containedthereincanbe detectedby the agents owner. The protocolrelieson

anencryptecchecksumwhoseinitial valueCy = {r}x, is computedoy Alice

(theagents owner) basedon arandomnoncer. The noncemustbe keptsecret
by Alice, andis usedin the verification protocoluponthe agents return. The

appendonly containeris definedasfollows:

{{ml}sal, N {mn}si;bl,(ln}

Wheneer anew objectis appendedo theappendnly containeythechecksum
is updated asgivenbelow:

Chy1 = {Cn || S;il (mTH-l)}KA

! OtherwiseEve canstill cut & pastetagetedstatesback and forth betweenagentsthat are
ownedby Alice andwhich sharethe sameprogram.

2 In the original protocoldescription the signatureandidentity of the sener areappendedOn
the otherhand,we assumehat the signers identity canbe extractedfrom the signatureand
appendingt is, thereforeredundant.



The signerof the appendedbijectis the hoston which the appendoperation
takesplace Upontheagentsreturn,Alice successiely decryptshechecksums,
extractsthesignatureandverifiesthesignatureagainstthecorrespondingbject
in the containerThelastchecksunmmustequaltheinitial nonce.

We now assumehatEve recevedAlice’s agentandsheknows C'; for some
1 < j < n. Evealwaysknows C,,, becausdt is embeddedh the containerShe
might colludewith othersenerswhich the agentvisited before,or shemight
be partof aloop in the agents itinerary In thesecasesEve might discover a
checksunt’; with j < n.

At this stage Eve hasmultiple choices Shecaneithertruncatethecontainer
up to the j'th objectandgrow a fake stemby releasingthe agent.Or shecan
remove, add or replacearbitrary objectsm; with [ > j in the nameof other
hosts.In orderto dothis, Eve createsanagentwith the objectthatshewantsto
addatj + 1, andanappendnly containerof herown, with checksun'; asits
initial value.Eve now sendsheragentto Bob. There,Eve’s agentinsertsm;
in its own targetedstateandmigrateshack:

E — B:1lg, mji1, {C}}
B — B llp, {{mji1}g_ 1, {Cj || Szt (mjs1) k)

Upontheagents return,Eve decryptsthe checksunusingherown privatekey,
andre-encryptst usingthe public key of Alice:

Civr = {{{C || S5*(ms1) bics bzt Y
={C;j || Sp'(mj1)} i,
Then,sheconstructsanew container:
from E’sagent

{{ml}s’i—ll, {mj}S;l, {ij}Sgl, i+1 }
J

from A’'s agent

which replaceghe previouscontainerof Alice’s agent.This processs repeated
with the new checksumuntil Eve is pleasedvith theresult,andreleaseg\lice’s
agent.Bobis notableto detectthe attack,becaus&’; is not publicly verifiable
(it is encryptedwith Alice’s public key). All Bob canseeis the lengthof C},
from which he canestimatethe numberof objectsthat mustbe in the append
only container So if Eve wantsto make surethat Bob hasno reasonto get
suspicioushensheadds; signedobjectsto her agents containerbeforeshe
sendst to Boh. As long astheseobjectsareproperlysignedit doesnot matter
who signedthemandwhereshegotthem.



Onceagain, a lack of redundang allows Eve to albuseotherhostsas ora-
cles,thistime for the purposeof signingandchecksuncomputatiorratherthan
decryption.

2.3 Forging the Multi-Hops Protocol

In [4], Corradi, Montanari,and Stefanelli proposea protocolthey call multi-
hops which hasthe samepurposeasthe appendonly containerpresentedy
Karnik andTripathi. It falls prey to the sametype of attack.However, thistime,
thefakedagentneedgo do onemorehopto completeits attack.For reference,
we summarizehe multi-hopsprotocolbelow.

Let (I1, M, P) be an agentwhere I is static (immutable)code and ini-
tialization data, M is (mutable)applicationdata,andP is protocoldata(meta
informationrequiredby theprotocol).Alice initializesheragentwith (174, €, €).
Theprotocoladditionallyrequiresanoncey anda messagauthenticatiorcode
u. Theinitial valuesarev, = h(r) andpy = €, wherer is choserrandomly On
eachhop,the agentcanaddsomedatam to its applicationdata,which is then
protectedby the hostusingthe multi-hopsprotocol. The protocolis definedas
givenbelow:

Yn = h(yn-1)
P = h(Mny Y15 fin—1, Tn+1)
Pr, = Pn—-1 || Sill(/‘n)

My, = My || mn || in

ip — in—}—l : (HAa an Pn): {’Yn}Kin+1 s M

The messageauthenticatiorcode u,, sernesasa chaining relation that binds
resultspreviously obtainedby the agentto the onesobtainedat the currenthost
andto theidentity of theagents next hop.

Dueto this chainingrelation,the attackcannotbe executedn the sameway
asit is donefor the appendonly container The resultingstarshapedtinerary
with Eve in the centerwould betoo obviousin the protocoldata.WhatEve has
to do hereis to planaheadnestep.

Again,we assumehatEve s 7,,, andsheknows somev;_; for 1 < j < n.
Sherecevedtheagentsoshealwaysknowsy,,_; andu,—1. Shecanobtainy;_;
with j < n by colluding with otherhostsor asa resultof loopsin the agents
itinerary. Dueto the chainingrelation— remembetthat ;.;_; is computedon
i; — Eve doesnot have free choiceof herfirst taget, althoughshedoeshave
freechoicefor subsequertargets.In particular if 7 = n thenshehasto append



anoffer herself.Eve now chooses ;. anddoesthefollowing:
B —ij: (g, Mj-1,Pj-1), {Vj-1} ;s -1

. . . 1

ij = i1 (e, M- [ my (|5, Pioa |55 (1),
{vite, o 1

ij1 — B (e, Mj—q || my (] 45 || m* || ij41,

-1 -1

Piou 1S5 ) |1 S52, (1),
{Vj+1} kg, Hjt+1

Eve sendsheragentfirst to i; whereit insertssomem; chosenby her Thenit
hopstoi;1 (choserby Eve),insertssomerandomdatam™ (whichis discarded
later on), andreturnsto Eve. Eve now updatesAlice’s agentas shovn belaw,
usingthe dataacquiredby herown agent:

E
(ILa, My 1 [1my (15, Py |1 S5 (1)) = (Ha, My, Py)
A A

This completegheround.Eve now planshernext move (Eve chooses o, she
alreadyfixedi;4 in the previousround).In orderto sendtheagentto i1 she
needgo know ; andy;, but shedoesnt —yet. However, Eveknowsy; 1, ptj_1,
andm;. Thisis sufficientto compute

¥ = h(yj-1)

i = h(m;,vj—1, j—1,%j41)
At this stage Eve eithercontinueshe attack,or sherelease\lice’s agentand
sendst to ;4 1, whereit resumesiormalexecution.

E = tjpr s (Ia, My, Pi)s {vid ko 1

The underlyingweaknes®f the multi hopsprotocolis the sameasin the pre-
viously describedrotocols,namely the abuseof senersasoracles.Thedigital
signaturegivesno assurancabouttheintendedrecipientof the signeddata.

3 The KAG Family of Protocols

Karjoth, Asokan,and Guilct [5] publisheda family of protocolswhich are di-

rectedat preservingthe integrity and confidentialityof dataacquiredby free-
roamingagents.The generalscenariois that of a comparisonshoppingagent
that visits a numberof shops,and collectsoffers from them. The ideabehind
theseprotocolsis to presere the integrity of collectedoffers. Someprotocols
alsoaddresgonfidentialityof offers.



3.1 Publicly Verifiable Chained Digital Signatures

The Publicly verifiable chained digital signatue protocol (P1) is definedas
givenbelow:

My = {{mn, rn} iy, Cn}S;nl
Cp =h(Mp—1,ip41)

Mo = {{mo,r0} Kk, C(]}Sgl
Co = h(ro,i1)

in — tny1 = 1, {MOa Mn}

wherem, is adummyoffer, r,, is randomsaltthatmalkesit harderto attackthe
encryption.C,, is calledthe chaining relation at n. By assumptionit shall be
possibleto deducethe identity of the signerfrom a signaturd5, pp. 198]. The
signerof M, is deemedo betheownerof theagent(unfortunatelytheauthors
of [5] do not explicitly mentionfrom whatthey concludewho the owner of a
givenagents, sowe have to do alittle guesswrk here).

The securityof the protocolrelieson the assumptiorthat an attacler does
notchangehelastelementM,, in thechain.However, thereis noreasorwhy an
attacler would besoobliging. Onthe contrary if theattacleris willing to build
a completechainfor the agentthenhe canevenremove chainelementsefore
his own entry (this contrastswith e.g.,the honestprefix propertyintroducedoy
Yee[9, pp.267]). Theimportantobsenationhereis thattheinputto all previous
chainingrelationsis known.

WeassumehatEverecevedanagentownedby Alice. LetEvebei,,n > 1.
Shepicksj with 0 < j < n andanew i, of herchoice.Pleasenotethatthere
is no free choiceof i; oncej is fixed,only of i;, 1. Eve hasto collectan offer
from the original shopi; for her chosen;j in orderto maintainthe chaining
relations validity atj — 1. ThenEve doesthefollowing:

E —i;:Ilg, {Mo, ..., M;_1}
ij —>i]‘+1 2HE, {MO, ey M]}
ijy1 — E: g, {Mo, ..., M1}

UpontheagentSreturn,Evethrows away M1, incrementgj, andpicksanewn
ij+1. Thechainingrelationandencapsulatedffersarebuild asif Alice’sagent
had requestedhe offer (insteadof Eve's agentwith Eve’s program) because
M bearsAlice’s signature.Eve repeatsthe processat her discretion.When
sheis finally satisfiedwith the collectionof encapsulatedfferssheassembled,



shepastegheminto Alice’s agentandsendghatagentto ;.. If Alice canbe

fooledinto forwardingagentsvhose M, shesignedherselfthenEve’s charade
cancarryonuntil theverylast(faked)hop.Otherwise Eve hasto stopherattack
beforethe next to lasthop.

It mustbe stressedherethatthe problemis not that Eve cantruncateoffers
andgrow a fake stem(this possibility is acknavledgedby the authors so this
factis not surprising).The problemis that shopscanbe alusedas oraclesfor
generatingoffers to the termsof Eve ratherthanAlice (this remarkalsoholds
for Sects.3.2 and3.3). In otherwords, Alice might look for blue or red shirts
with apreferenceonblue ones;shemightfind outthatEve is the only shopthat
offers her blue shirts,though.This is possiblebecausdeve’s agentlooks only
for redshirts,andthe offers madeto this agentarereturnedo Alice.

3.2 Chained Digital Signatureswith Forward Privacy

The secondprotocol proposedn [5] is the chaineddigital signatue protocol
with forward privacy(P2).1t is avariationof theprotocoldiscussedh Sect.3.1,
with the order of encryptionand signaturecomputationbeing swapped.The
goal of this arrangemenis to hide the identity of shopsthat provided offers
while keepingtheintegrity assuranced he protocolis definedasgivenbelow:

Mn = {{mn}S;th}KAe Cn
Cn - h(Mnfla Tny in+1)

In — tnt1 : 11, {M()a SRR Mn}

A problemwe couldnt resole is how a shopknows who theownerof anagent
is, andhencefor whom the offers mustbe encrypted.The shopcannotextract
theidentity of Alice from My, becausehe signatureof thedummyoffer my is

hiddenby the enciphermentThe authorsleave thatto speculationThe proto-
col's descriptionis far from beingsuficiently detailedat this point. Whereasa
signers identity canbe verified easilyagainsther signatureusinga public key

and correspondingertificate(wherethe identity binding is assuredy a cer

tification authority), arybody could have usedsomebodyelses public key to

encryptdata.

Again, we assumehat Eve receved Alice’s agent,andEve is i,, asin the
previous attacks.Let j be the smallestnumberfor which Eve knows i;. Eve
probablyknows i,, 1 becausehis is mostcertainly the hostthat senther the
agent.In ary casesheknows¢,, (herown identity).

Eve collectsarbitrary signedoffers usingagentsof her own, including an
offer from i;. Then,shecutsoff the chainat j, andappendshe offers, starting



with the freshonecollectedfrom i; andthe remainingonesin arbitraryordet
In doing so, shegeneratesandomnoncesasrequired,andbuilds the chaining
relationsconsecutiely from known data.Thelastchainingrelationis computed
with theidentity of the entity to whom Eve wantsto handoff Alice’s agent.

Upon the agents return, Alice cannotdecidewhetherher agentremained
unattacled,or carriesoffersof shopst hasneverseeractually It is worthnoting
thatthe integrity assurancef the protocolrelieson the secreg of the associa-
tion of M; with theidentity of the shopwho signedoffer m ;. This meanghat
privacy of offersis notonly afeatue of the protocol,but is alsoa requirrment
In particular secreg of theagentsitineraryis arequirement.

Onceagain, not the truncationof protocol datais the importantpoint, but
Eve’s ability to setthetermsfor (authentic)offersreturnedo Alice.

3.3 Publicly Verifiable Chained Signatures

Anotherprotocolthatis proposedn [5] is the publicly verifiable chainedsig-
natures (P4) protocol. The key aspectof the protocolis that eachshopgen-
eratesa temporaryasymmetrickey pair (eitheron the fly or by meansof pre-
computation}o beusedby thesuccessoilhepublickey is certifiedby theshop
thatgeneratedhekey pair. Eachshopusesthe privatekey thatit recevedfrom
its predecessdor signingits partialresult,the chainingrelation,andthe public
key to be usedby its successorThe privatekey is destrgyed subsequentlyLet
(x4, le) beatemporarykey pairgeneratedyy A. Theprotocolis asfollows:

oracle
~ =
Mn - {{mnarn}KAv Cna Xin }X;l

n—1
Cn = h(Mn—h in—i—l)

i — tny1 ¢ I, {Mo, ..., My}, {Xl-_nl}[(,in’in+1

oracle

Theprotocolis initialized by Alice with:

Mo = {{mo, 70} k4> Co, XA} g1
Co = h(ro,i1)

It is easyto seethatEve cancollectvalid certifiedtemporarykey pairsfrom Bob,
simply by dispatchingandagentof herown to Bob, which promptly returnsto
Eve. On the agents transportto Eve, Bob sendsa temporaryprivate key xgl
andcorrespondingertifiedpublickey x g (containedn M).



We assumehatEveis i,, andsherecevedAlice’sagentLet j bethesmall-
estnumberfor which Eve knows Xzzl- Shereceived X;n{l with the agent,so
at leastonesuchj existsand;j < n. Eve thencutsoff all encapsulatedffers
following M, and collectskey pairsfrom all the shopsin whosenamesshe
wantsto fake offers, including shopi; . Startingwith i;,1, sheappendsrbi-
trary offers, building the protocoldataconsecutiely. Theidentity thatEve uses
in thefinal chainingrelationis the oneof the entity to whom shewantsto hand
off Alice’s agent(for instanceAlice herself).

4 ProtocolsUsing Secure Co-Processors

In [6], Karjoth proposesiseof trustedsecureco-processorasa meanso pro-
tectmobileagentsn adistributedmarketplace Thesettingequalghatdescribed
in Sect.3, with theexceptionthateachshopi,, hasatrustedtamperproof hard-
ware'l;, (in brief, its device), which is issuedandcertifiedby a centralmarket
authority®. Themarketauthorityactsasatrustedthird partyfor merchantand
customersBy assumptionthe channebetweenra shopandits device is secure
agpinstactive attacks Eachdevice hasits own asymmetrickey pair, andis capa-
ble of computingsuitableasymmetricciphers,symmetricciphers,andmessage
digests.Furthermore gachdevice hasthe public key of the market authority
andusest to authenticatehe public keys of otherdevices.

At thebeginning of the protocol,Alice chooses randomK andsetsC; =
h(K). The protocolcontinuesasfollows:

Tp—1 — Ip : HA7 {ICv Cn}KTnu {M17 ey Mn—l}a
{C1, ..., Cp_1}

iy — Tyt {IC, OIL}KTn: {mn}s;ll-, {KTn+1 }59;1
T, : M, = {{mn}szfl}lCa Crt1 = h(M,, Cy)
Tn — ip {’C, Cn+1}KTn+1 s {CnJrl}lCa Cna Mn

iy — in+1 21y, {K:a Cn—i—l}KTTH_l > {Mla s Mn}a
(Ch, ... C)

In thefinal protocolstep thelastshopsendsAlice theagentandthefinal check-
sum,whichis encryptedvith X:

iy — 10 : HA?{Mla ERE) Mn}a{cla RN Cn};{cn+l}/C

Alice knows K, soshedecrypts{C,,+1 } k., verifiesthechecksumsonsecutiely
from C; to C, 11, decryptsMy, ..., M, andfinally sheverifiesthe signa-
tures.



We assumdhat Eve runsa shopin the electronicmarketplace which im-
pliesthatshehasa device certified by the market authority Considerthat Eve
receved anagentownedby Alice, so Eveiis i,,. Eve now hasa numberof en-
cryptedoffers,anequalnumberof checksumsand{X, C, } k. , which canbe
decryptedbnly by herdevice.

From the protocol, we know that C,,+1 = h(M,,C,). Thereis nothing
secretabouth, soin factEve cantake j of then — 1 encryptedoffers, shufle
them, and re-computethe appropriatechecksumsherself,beginning with the
initial checksumC (without ever going throughher device). However, Alice
expectsto receve amatching{C}1 } x with heragent.Eve cannotencrypther
final checksunwith K becauseshedoesnot know it — but herdevice candoiit
for her! All Eve hasto dois passing’;+1 in theplacewhereherdevice expects
to receve Eve’s signedoffer:

E - Tn . {IC7 C’IL}KTn7 Cj+17 {KTn}S_l
—— R
substitutedor Eve’s offer

The device first extractsAlice’s secretkey K from {K, C,L}KTH, which is en-
cryptedwith the device’s public key. Thenthe device usesk to encryptwhatit
thinksis Eve’s signedoffer. Only thatit is notthesignedoffer but thechecksum
thatmustbe passedackto Alice with heragent.

T, : My, ={Cjt1}k, C'=h({Cjs1}x. Cjs1)
H—/

oraclecomputation

Eve alsopassedcerown device’s public key ratherthanthat of anothershops
device. WhatEve getsbackfrom herdeviceis:

TTL — E . {,C, Cn+1}KTn7 {C/}IC7 C’n) {C]+1}IC
~—
leakedresult

In otherwords,givenasetof signedoffers M, ..., M; (whichareencrypted
with Alice’s secretkey K), Eve canconstructa valid representatiowf Alice’s
agent,andreturnit to Alice in away thatis indistinguishabldrom anordinary
run of theagent.

Eve canalsocollectsignedoffersherself(at herown terms)usingagentsof
herown. For instancejet {mB}Sgl be suchan offer, collectedfrom Bob. Eve

sendshis offer to herdevice, ratherthanoneof herown offers:

E—-T,: {’C, Cn}KTna {mB}Sgla {KTn}Ségl
N————
Bob’s offer



Ty —ip: {IC, Cn+1}KTnu {C7L+1}/Cv Cn7 MB
Bob’s offer encryptedwith K

Thedevice returnsthe offer encryptedwith 1. Offers preparedn this way can
alsobeusedby Evein herattackon thechecksum.

If Eve just wantsto appendoffers that shecollectedto Alice’s agent(fol-
lowing M,,_1), thenthe attackis evensimpler All Eve hasto dois passingher
own device’s public key to herdevice ratherthanthatof anothershops device
until shewantsto handoff Alice’sagentin thatcasesheeitherpasseshepublic
key of thenext shops device, or returnstheagentto Alice herself.

In summary Eve candeleteandrearrangeary offers broughtby the agent,
andinsertforgedofferscollectedby her, atary positior? in the chainof results.
This meandn particularthatthe protocoldoesnot achieve forward integrity as
is claimedby its author Thesurprisingfactis thatalthoughsecureco-processors
areused,the protocolfails wheresomesoftware only approachesucceedfor
instancehe chainedMAC protocol[5]). Thelessonthatis to be learneds that
tamperproof hardwareis no guarantedor improved security

In orderto preventthe attackon the final encryptedchecksumthe device
hasto verify thatthe datainput asthe signedoffer is “well-formed”, in other
words,actuallyconstitutesa signatureaatherthanrandomdata.Providing typed
driver APlsis not suflicientsincethedriver softwareitself canbetamperedvith
(which exposeghedevice’s raw hardwareinterface).

5 Authentication to the Rescue?

It might be amguedthat mutual authenticatiorof hostsin the courseof agent
hand-of mayinhibit someof the attackswe describedUponcloserinspection,
it turnsout thatactuallyonly oneprotocolof the oneswe discussednay profit
from this (althoughthatprotocolstill remainsvulnerableto someextent).
Thetarget state(Sect.2.1) doesnot profit for olbviousreasonsTheappend-
only container(Sect.2.2) definesthe crucialchecksunt, in away thatmakes
it impossiblefor ahopto verify intermediatdargetedstatesConsequentlyEve
canarrangeatargetedstatein herattackatwill, andthereis nopointfor hopi ;1
to verify e.g.,thatthe senderof the agentactuallyinsertedelement;j. Neither
doesthe multi-hopsprotocol (Sect.2.3) benefitfrom authenticationEve may
alwayssign ;1 (thelastelementof P) herself replacethelastelemeniof M
with herown identity, andcompleteherattackwithout raisingsuspicion.
3 In general Eve knowsonly {K, Cn}kr, , SOif shetouchesary encryptedffersbeforen then

shehasto handoff the agentherselfto Alice, andcannotlet anothershopdo this. However,
shecanpassontheagentf sheknows thatit will returnto herbeforeit hopsbackto Alice.



The protocolsdescribedn Sects.3.2 and 4 obscureor encryptall proto-
col datathatis passedrom onehopto the next. Again, theredoesnot seento
be ahookto improve the protocol’s securityby verifying protocoldataagainst
authenticatiorresults.In protocol P4 (Sect.3.3), hostsare exploited as key--
generatingoracles.Authenticationresultscan hardly be connectedwith any-
thing usefuleither unlessthe protocolitself is modified?

ThisleavesprotocolP1(Sect.3.1). This protocolhastwo importantproper
ties.First, the datathatis addedby eachhostis randomizedandthuscannotbe
reliably reproducedby meansof an oracleexploit. Secondthe protocolbuilds
a strongbackward chainincluding the signatureof the agents previous host.
Eachhostcanverify this chainbackto M, startingwith thelastelementin M
whosesignermustbe the authenticategrevious hop of the agent> This makes
it impossiblefor Eveto hidehertracescompletelyalthoughshecanstill launch
herattackin onesweepratherthanmultiple rounds But herattackmuststartat
herown positionin the existing chain,andshemustappeamaswell attheendof
her faked sub-chainbecausesheneedsto handoff Alice’'s agentandpassthe
combinedauthenticatiorandsignaturecheckaswell.

6 Conclusions

One problemrepeatedlyoccurredin the protocolswe analyzed:a legitimate

host could be alusedby malicioushostsas an oraclethat decrypts,signs,or

otherwisecomputegrotocoldataon behalfof anadwersary Theseflaws could

have beenavoided,hadtheauthorsof the protocolstakentheadviceof Needham
andAndersomn1] faithfully: “be careful,especiallywhensigningor decrypting
data,notto let yourselfbe usedasanoracleby the opponent.

Mobile agentsystemsare particularly vulnerableto this type of attackbe-
causethey aremeantto work autonomouslyandno humaninterventionis ex-
pectedto happenin orderto validate and authorizethe processingof agents
by cryptographigorotocols.Hence,agentsernersandagentownersmusthave
meangto decidewhetherprotocoldatathatan agentrequestso processor re-
turns,actuallybelonggo thatagent.This bringsusto anotheiof Needhansand
Anderson$rulesof goodpractice:*wheretheidentity of a principalis essential
to themeaningof amessagédt shouldbementionedexplicitly in thatmessagé.

None of the protocolsthat involved signing as a meansof authenticating
protocol dataactually signeda datatype or recipientidentity along with the

4 Eachhostmay certify its temporarykey with anauthenticatedttribute thatincludestheiden-
tity of the agents previous hop. However, in that caseEve simply sendsher key-collecting
agentffirst to thehopwhoseidentity shallbe certifiedby hernext target,thento hertarget,and

backto her.
5 Dueto anunfortunatechoiceof Cp, only Alice canfully verify thechainatO.



data.Hence,protocol datathat was collectedby one entity appearedralid to
otherentitiesaswell. Obviously, inclusionof a recipients identity is not even
enoughpecausgrotocoldatafrom oneagentinstancecanbe usedagainin an
attackon otheragentinstancesownedby the sameentity. Sincemobile agents
maybeunderway for a periodof time thatis hardto anticipatein advance,it is
difficult to have a notion of “freshness” If this werenot enough the protocols
alsohave to copewith multiple agentghatrun concurrentlyBoth,agentowners
and legitimate hostsmust therefore“be sureto distinguishdifferent protocol
runsfrom eachother”

Eachagentinstancecertainly constitutesa different protocol run. On the
otherhand,digital signaturesffixedto anagents codearenot suficientto dis-
tinguishoneagentinstancerom anotherThis leadsto theimportantconclusion
thatdigitally signinga mobileagent’s codealoneis notsuficientto assertagent
owneship.

However, this approachis a favorable one among contemporarymobile
agentsystemsA signatureon codecanbe copiedjustlik e the codeitself. Code
is written to be re-used so the agentinstanceis whatrendersan agent(a pro-
tocolrun) distinct. Seenin thislight, it is evenlessdesirableo sign credentials
thatcontaina codebaseratherthanthecodeitself (asdescribecde.g.,in [3]), be-
causethis givesan adwersarypotentiallymorevalid agentprogramsto choose
from. Eachagentprogramthatis availablefrom a particularcodebasecanbe
usedin conjunctionwith credentialghatreferto the codebase.

Insteadthe ownerof someagentshouldsigna statickernel whichincludes
the agents codeaswell asenoughredundanyg to distinguishbetweentwo in-
stance®f the sameagent. A cryptographichashvalueof the kernels signature
may serne asa unique“anchor”to which protocoldatacanbe boundby means
of adigital signature.

Agentdeveloperamuststill be awareof thefactthat“a migratingagentcan
becomemaliciousby virtue of its stategettingcorrupted”[10]. We cannotas-
sumethatamobileagentproperlyrepresentgheintentionsof its owner, because
—subsequen its first hop— anagents stateis a function of its own program
andstate andthe stateandprogramof the hoststhatit visited.

Hence,ary attemptto protecta free-roamingagentagainstinterleasing at-
tacksis probablyfutile unlessthe agents codeis carefully designedsuchthat
it doesnot leak confidentialdata,anddoesnot enternegotiationsbasedon pa-
rametersstoredin its mutablestate.
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