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Abstract

In Application Service Providing (ASP) frameworks security is one of the most important issues.
Current approaches implementing such frameworks take advantage of elaborate protection
mechanisms like signatures, public and private key encryption, and SmartCards.

Those technologies are demanding in terms of processing power, so that many of them are not or only
partly applicable on mobile clients and their limited capacities. This requires searching for new
methods to guarantee an acceptable degree of security, if such devices are to be used within ASP
frameworks.

In the approach suggested in this report a secret DES-key shared between client and server is hidden
inside the Java classes to be executed on the mobile client. Using this key, client and server can
establish a secure communication channel without the need of utilizing expensive protocols like SSL.
The protocol used is HTTP; security is guaranteed by signing and encrypting the transferred data with
the shared secret key. Obfuscation is applied to obscure the application logic of the client code and
thus make it tamper resistant and protect the hidden secret key.

By this means two leasing models for an application or service are implemented, one based on access
frequency and one based on the period of time an application can be used. Depending on this leasing
model, either the number of valid accesses or the expiration date is checked by a short HTTP request
to the server every time the application is invoked. Only applications with a valid license are allowed
to be executed. In addition to this, in the period of time model the expiration date is checked against
the system clock at runtime continuously.

The methods introduced seem particularly suitable to small applications aimed at mobile phones like
games or location based services, which have a limited lifetime and are not expensive or valuable
enough to put much effort in reverse engineering.

In order to proof the proposed concept, a prototypical implementation based on Java was developed.
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1  Subject of the Work

In this chapter the field of research in which this report belongs is described. The reasons for the
necessity of further investigations on the selected subject are given. Following this a short overview on
the affected issues and technologies such as ASP, Filigrane, Software Copyright Protection, Mobile
Devices, and M-Commerce is provided.

1.1 Motivation
In the recent past the concept of providing software on a ‘on-demand’ basis is becoming increasingly
popular. The idea behind this notion is subsumed under the term Application Service Providing (ASP),
which has different manifestations like using an application or – more generally – a service only for a
limited period of time without installing it on the client computer permanently. For a more detailed
description of ASP see the following section.

Since, in this architecture, the client computer does not need to provide huge processing power
anymore, it seems reasonable to include mobile devices like mobile phones, PDAs or even SmartCards
in this approach. Those devices, even though becoming more and more powerful recently, have – by
nature – limited processing abilities and thus could benefit from this concept.

Another aspect making it worthwhile looking at mobile clients is that Java as a common platform for
developing portable code is now becoming available for limited devices, too [J2ME]. So, it is possible
to write an ASP client only once, and it will run on every device for which a Java Virtual Machine is
available.

Current ASP implementations using the prevalent PC-based client-server architecture utilize
sophisticated concepts to provide a high level of security. This is important in order to guarantee the
protection of copyright claims in such distributed systems. Problems that have to be addressed are:

1. Securing the transfer of code to the client

2. Making client code tamper resistant

3. Guaranteeing that the application or service is used only as specified in the license agreement and
not longer or more often

In the ASP platform Filigrane [SFHB01], SSL is used for securing the communication between clients
and the server. Obfuscation provides an appropriate level of tamper resistance and a special runtime
environment guarantees the compliance with the license agreement.

Some of these techniques need features (like dynamic class loading) and processing power (for
decryption and encryption), which are currently not available for limited devices. This makes it
necessary to look for new approaches to make execution of code on the client secure. The goal is to be
able to incorporate mobile devices into ASP frameworks, without sacrificing too much security.

1.2 ASP
The ASP industry consortium [ASPC] defines an Application Service Provider as follows:

Application Service Provider (ASP) –An ASP deploys, hosts and manages access to a packaged
application to multiple parties from a centrally managed facility. The applications are delivered
over networks on a subscription basis. This delivery model speeds implementation, minimizes the
expenses and risks incurred across the application life cycle, and overcomes the chronic shortage of
qualified technical personnel available in-house.
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This selling of applications on a frequency-of-use or feature-used basis, rather than selling them as a
whole in huge program suites, is the basic idea behind ASP. Since usually only a small fraction of the
provided functionality of such suites is actually used, this idea seems to be a reasonable business
model. Just pay for the features needed, when they are needed.

An ASP can have different architectures [KBJL01]:

• Software Distribution. Applications are stored on a server. On execution they are transferred as a
whole to the client to run locally. Besides the central storage there is not much difference to
distributing software on CDs. An advantage in this approach is, that the client always receives the
newest version of an application without installing it manually.

• Thin Client Computing. Applications are installed on the server. On execution only the user
interface is transferred to the client. This implementation is dependent on high bandwidth in order
to handle the huge amount of data common graphical user interfaces needed.

• Distributed Applications. Applications are divided in back-end and front-end. Most of the
computations are made on the server side (back-end), but in contrast to the Thin Client Computing
there is also some code executed on the client side (front-end). This could be implemented for
instance with web-based clients which execute the client code in a browser.

In order to make ASP a viable business concept, more aspects have to be addressed. The client for
example needs the guarantee that he actually will receive the service for which he paid and that he can
in case of a dispute prove his claims legally. There must be an institution taking care of collecting the
fees, especially if the application is on a pay-per-use basis, where only small amounts of money need
to be transferred every time, but on a regular basis (microbilling).

This broad view on ASP is the starting point for the development of a prototype framework called
Filigrane [HHJQV00], which incorporates all possible actors concerned like Producer, Provider, End
User, a Certification Authority, etc.

Having this comprehensive notion of ASP it becomes clear that it is much more than just a new way to
execute software. It is the shift from viewing software as a physical product to viewing software as a
means to provide a service or solution to a problem.

1.3 Filigrane
The aim of the ESPRIT project Filigrane was to develop an integrated security framework for mobile
code commerce [HHJQV00] [JHV00] [SFHB01]. The term mobile code was constrained to the Java
world and refers in particular to applets, agents, Java beans and cardlets. Despite this restriction
Filigrane can be called an ASP framework, too. It implements the fundamental characteristic that code
is distributed from a central server to multiple clients using a broad view, taking into account all
possible actors in such a framework.
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Figure 1 Filigrane actors

The roles of the actors are:

• Certification Authority. Provides digital certificates to prove authenticity of data, whether it is
the application itself or a license agreement.

• Mobile Code Producer. The developer of the application or service.

• Mobile Code Provider. The seller of the application developed by the producer.

• Mobile Code User. The actual user of the application or service.

• Rights Clearing House. Defines and distributes rights between actors of the system.

• Fee Collecting Agency. Responsible for distributing funds between the several actors.

• Quality Label Service. Evaluates applications or services to facilitate the decision of the end
user which product to take.

• E-notary. Records all transactions between the different actors, to make transactions traceable
in case of a dispute.

The solution proposed in this report can be incorporated in Filigrane and thus enhance it with the
possibility to use mobile clients.
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1.4 Software Copyright Protection
Copyright protection of software products is an important issue. Since software is stored in digital
format it can be copied without much effort virtually indefinitely. In addition the problem of fast and
easy distribution of illegal copies exists. With the rapid proliferation of the internet it became possible
to make illegal copies available to almost every internet user. This stems from the fact that there is no
international institution which takes care of copyright violation, and thus criminals can feel quite safe
and do not have to fear any punishment at all.

In order to avoid this problem, software vendors started to develop protection mechanisms which can
be categorized into two groups:

• Hardware based. The most common technique here is using some kind of integrated circuit
attached to the computer running the software to protect (called Dongle). The program
constantly checks whether the hardware device is still there or not. It continues only if the
result of these checks are positive.

• Software based. Unfortunately, the most proliferated technique in this category – using a
license key – is the most insecure one, too. In this approach the only thing the customer of a
software product has to do is enter a license key after the program is installed. This license is
not unique; it can be used with every copy, and thus distributing a program illegally can be
done without much effort. The only protection this technique provides is that the key is bound
to the customer who bought the software, and so every illegal copy found can be traced back to
the original buyer.

There are other much more elaborate techniques [SFHB01] [LLK00] taking advantage of
cryptographic methods to sign and even encrypt the code. The problem with such methods is
that even though highly secure, they are difficult to apply in the real world since they need an
expensive infrastructure.

The goal of the research done for this paper was to find a compromise, which does not sacrifice too
much protection and is easy to implement. The result should suit the limited resources mobile devices
have.

1.5 Mobile Devices
There are manifold mobile devices available on the market today. They range from devices with very
limited resources like SmartCards to Personal Digital Assistance (PDA) which have processing power
that can be compared with Personal Computers state-of-the-art two to four years ago.

The basic problem of application development on such equipment is the existence of many different
families of operating systems such as:

• PalmOS. Used on Palm, Handspring and Sony PDAs

• PocketPC. Used for PDAs produced by Hewlett Packard or Compaq

• Symbian. Used by Psion, Nokia and other mobile phone manufacturers.

Applications running on one operating system have to be rewritten in order to be usable on another
platform. This causes ernormous development effort if application providers want their software to be
broadly available in order to have a wide range of potential customers.

Since an ASP application should be independent from the operating system used on the client side,
there are different solutions to this problem:
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• Using a Browser. Virtually every mobile device (besides SmartCards) provides some kind of
web browser facility, either complying the WAP standard or even implementing the full
functionality of usual Web Browsers. For applications that do not need much client side
processing this approach seems to be sensible.

• Providing a proprietary runtime environment for every platform. This solution is close to the
idea of using a web browser; the only difference is that a standard browser is replaced by a
proprietary browser only applicable for applications of a certain ASP. The advantage here is
that only the execution environment is different; the ASP application (of the specific provider)
itself is the same for all platforms that implemented such an environment.

• Implementing applications on every possible client. This solution causes a lot of effort first
when developing an application and second when maintaining and making available the
different implementations. So, this is the last resort for an application service provider, which
should be used only if all the other options fail.

• Using Java. The implementation of Java for Mobile Devices [J2ME] makes a subset of the
current Java 2 Standard Edition API available for mobile clients. Since it is standardized, the
code runs on every equipment for which a Java Virtual Machine is available. This gives an
application service provider the needed flexibility of utilizing client side computations without
sacrificing portability.

All the reasons mentioned above and the fact that Filigrane as the chosen ASP framework is based on
Java lead to the conclusion of using J2ME as development environment for making mobile clients
accessible via ASP.

1.6 M-Commerce
In a narrow interpretation the term M-Commerce refers to buying and selling of goods through
wireless handheld devices. Thus, ASP does not quite fit in this area, since in ASP frameworks the
good sold is software that solves a problem. There is no physical product sold and shipped, in contrast
to M-Commerce applications, where the mobile device and the software are only a kind of
intermediary, used to sell a physical product like a book or a pizza.

The underlying technology used for M-Commerce is WAP, which is already showing the problems
that applications in this area have. Everybody who ever tried to use a WAP browser to just obtain
some information about a subject of his choice most probably found it quite frustrating navigating
inside the very limited screen with a bandwidth of only 9600 bps. This lack of comfort is the main
cause for the fact that M-Commerce became a niche market only, not fulfilling the high prophecies
network operators and mobile phone producers made.

When looking at the industry today it can be seen that the very limited definition given above is
replaced by a much broader one. It includes virtually every business solution in which mobile devices
are even remotely involved. The solution proposed in this report also belongs to this definition, since
mobile devices are used in a business application, here called ASP.
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2 Background Technologies

In this chapter the technologies utilized to implement the proposed solution are described in more
detail. Therefore, they are categorized into technologies guaranteeing security and technologies
utilized for implementation.

2.1 Security and Transfer
Security is the most important issue when dealing with distributed software. The technologies used
decide whether an application is actually secure enough to be applicable in real life or not. This section
investigates the security technologies used in the proposed framework – obfuscation and symmetric
key cryptography – in more detail. Furthermore, the chosen transfer protocol is described.

2.1.1 Obfuscation

Every mobile code that is to be executed on a target device either directly or through a virtual machine
such as Java VM, can be reengineered. The executable program file must somehow represent the
intended behavior; otherwise it would not be able to run. So, it is only a matter of wit and effort to
determine the logic behind this program and to alter it.

This is the basic problem of virtually every executable code. The only way to circumvent this problem
is using encrypted executables and a secure runtime environment implemented into a tamper resistant
hardware device like a SmartCard, which at runtime decrypts the files. Since this means a lot of effort
and sacrifices a huge amount of processing capacity just for the decryption, this solution makes only
sense in specialized application areas.

This is where obfuscators come into play; they somehow represent a compromise between high
security and no security at all. Their purpose is to scramble the logical structure of a program, to make
it more difficult to decompile the code, and once decompiled to understand the underlying logic.

The techniques used as described by Collberg, Thomborson and Low [CTL97] are:

Basic techniques

• Removing format information. Does not provide a lot of security and thus needs to be
combined with other measures.

• Scrambling identifier names. Removes a lot of pragmatic information without sacrificing
performance.

Elaborate techniques

• Control Transformations. This kind of obfuscation breaks up computations that belong
together and puts together the ones that do not. Redundant and dead code is added and the
order of computations is changed randomly, if independent. Depending on the level of
obfuscation, parts of the performance of the original program are sacrificed.

• Computations Transformation. Three measures can be used here: introduce irrelevant
statements, use object code level constructs for which no equivalent high level statement is
available, and remove real control flow abstractions. This again means a tradeoff between
performance and level of obfuscation.

• Aggregation Transformation. In order to reduce complexity programmers tend to group
statements into logical units like methods which perform a certain task. An obfuscator should
break up these groups of statements and put them together again in some kind of random order
so that it will be difficult on the logical level to find out the original meaning. In terms of
performance this kind of obfuscation is quite neutral.
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• Ordering Transformations. Code that belongs together is not only grouped in logical units but
also quite often physically in the same place. This means that just changing the order of
statements has a disguising effect, too. Performance is not harmed by this technique.

• Data Transformations. This measure tries to use unusual encodings for common data structures
like using the class Integer instead of the primitive datatype int, which can cause a loss of
performance.

• Preventive Transformation. This kind of transformation is quite different to the previous
techniques. In contrast to trying to obscure the program for the human reader, it tries to find
weak spots of common decompilers and take advantage of them so they won’t be able to
decompile the obfuscated program.

For the implementation of the framework proposed in this report an open source obfuscator is used,
which was not investigated further. However, since the architecture of the framework is modular, it
can be replaced by basically every Java obfuscator available on the market today.

2.1.2 Symmetric Key Cryptography

The idea behind symmetric key cryptography is that the parties which want to communicate share a
common secret. This secret is used to encrypt and decrypt (therefore it is called symmetric) the
messages they want to send.

In order to encrypt a message in string format, its byte representation is interpreted as a bit stream,
which is split into blocks of a certain size which can be encrypted at once. In a quite common
symmetric encryption scheme called DES for instance the block size is 64 bits. The encryption itself is
generally based on quite an elaborate mathematical algorithm which to describe is beyond the focus of
this report. A good description can be found in [Buch99].

The main problem with symmetric cryptographic schemes is that the secret key must not be
eavesdropped or by other means be accessible for a third party. This is a problem especially if the
parties who want to communicate currently do not share a common secret but want to encrypt their
communication nevertheless. Ways to solve this problem are to use a secure connection protected by
another encryption scheme possibly on a lower transfer protocol level or to use a non-telecom based
exchange method like normal mail.

In the approach proposed in this report the secret is hidden inside the data sent (the executable,
obscured Jar file) so that it is difficult but not impossible to reveal the secret. As encryption scheme
DES in its more secure version, Triple-DES is used.

2.1.3 Transfer Protocol HTTP/HTTPS

The Hypertext Transfer Protocol (HTTP) is a high level protocol used for communication in the
internet [RFC2616]. It is plain text and readable to the human eye. It is a request/response protocol
which is stateless, meaning that each request follows exactly one response. No subsequent request can
access any information of a preceding request. If it is necessary to spread a communication session
over more than one request/response pair, techniques like cookies or URL-rewriting need to be
applied. A typical HTTP request as used in a web browser looks as follows [Wong00]:
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http://hypothetical.ora.com/home.html1

• http://. This beginning tells the browser that it should use HTTP to transfer data.

• hypothetical.ora.com. Is the network address of the server the client wants to contact.

• :80. Is the IP port on the server computer the web server is listening to for requests.

• /. Everything that is following now is interpreted by the web server as the document path.

The message that is sent to the server may look like this:

GET /home.html HTTP/1.1

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, *.*

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 5.01; Windows NT)

Host: hypothetical.ora.com

Connection: Keep-Alive

The most important part of the request is the first line, telling the server that the client requests a
document called home.html using HTTP version 1.1. The following lines only give additional
information concerning the preferred encoding, the kind of browser used, etc.

The server now looks for the specified document and returns it to the browser by sending the
following response:

HTTP/1.1 200 OK

Date: Mon, 24 Nov 2001 22:45:47 GMT

Server: Apache/1.3.6 (Unix)

Last-Modified: Fri, 23. Nov 2001 23:56:23 GMT

Content-length: 29

Connection: close

Content-type: text/html

<title>Sample Homepage</title>

...

The most important parts here are again the first line telling the client the HTTP version and the status
code, the Content-length line telling how many bytes the page sent has, and the Content-type line
telling the encoding of the page. At the end the page itself is added.

HTTP is not secured at all. If none of the underlying transport protocol layers uses encryption,
everybody can eavesdrop and read the information that is exchanged. In order to solve this problem
and make communication in the internet more secure, Netscape introduced a new layer between HTTP

                                                     
1 The request is encoded in a special format called Uniform Resource Locator (URL) [RFC1808]
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and the underlying TCP/IP protocol called Secure Socket Layer (SSL). Requests using this protocol
begin with https:// instead of http://.

This protocol utilizes many different cryptographic methods like certificates, public key encryption
and symmetric key encryption. The public key of the server specified in its certificate is used to secure
the exchange of secrets so that client and server are able to generate a common master secret key
which is used for one session only. The server is obliged to send his certificate to the client; the client
itself only sends his if the server decides that it is necessary to access the requested document. So this
protocol can be used even if the client does not have a valid certificate, which is true for most of the
requests, since public key infrastructures are not very wide spread at the moment.

Even though HTTPS should be used every time, confidential information is sent via the internet, it can
not be used in the context of the approach proposed in this report, since it involves more calculation
than mobile devices currently available on the market can handle. Thus, HTTP was selected as the
transport protocol of choice.

2.2 Java for Mobile Devices
For the implementation of the proposed framework the programming language Java was selected. In
order to give more insight, especially in the new part – J2ME – of Java, a short introduction of its
architecture is provided. After that, some of the currently available implementations are described,
followed by a concrete example of how a J2ME application appears. Finally, a short overview on the
aspect of delivering J2ME applications over-the-air is provided, which is particularly interesting in the
current context of ASP.

2.2.1 Introduction

Since JavaOne99, the biggest Java developer conference, the division of Java-Technology into three
areas

• Java 2 Micro Edition (J2ME)

• Java 2 Standard Edition (J2SE)

and

• Java 2 Enterprise Edition (J2EE)

was introduced.

J2ME is geared to devices with limited resources like mobile phones and Personal Digital Assistants
(PDA). The core of this Edition builds a small virtual machine called Kilobyte Virtual Machine
(KVM), which only needs a memory size of several kilobytes. The picture below shows the general
architecture.
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Figure 2 J2ME Architecture

There are always two building blocks constituting an API in J2ME, a configuration and a profile.
Currently there are two configurations available, the Connected Limited Device Configuration
(CLDC) and the Connected Device Configuration (CDC). Configurations are the combination of a
virtual machine and a minimal set of APIs that define the expected features for a broad category of
consumer devices2.

The CLDC is geared to handheld consumer devices with 128K to 512K of memory and a network
connection of a maximum 9600 bps. The CDC should support consumer devices with 2MB or more
memory such as set top boxes and game consoles. On top of those basic configuration APIs, profiles
define more specialized classes for specific types of consumer devices like mobile phones or PDAs.

The architecture described above constitutes the basis for concrete implementations on all kinds of
hardware platforms. Even though the definition process is only at the beginning, there are quite a lot of
companies, which have already developed KVM implementations for the current generation of mobile
phones and PDAs. Three of them are presented in the next section.

2.2.2 Implementations

Sun3

First of all the implementation of Sun itself is to be mentioned. It consists mainly of a development
environment called J2ME Wireless Toolkit and reference implementations of CLDC and MIDP for
several hardware platforms. The MIDP implementation is available for PalmOS4, too, so that the
developed J2ME applications can be directly transferred and tested on a real handheld device. The
J2ME Wireless Toolkit is a developer’s tool including an emulation environment, documentation and
examples for building CLDC/MIDP applications. The developer can use his favorite IDE for writing
applications and utilize the toolkit for testing and deploying them.

                                                     
2 http://java.sun.com/docs/glossary.html
3 http://java.sun.com/j2me/
4 http://java.sun.com/products/midp4palm
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IBM5

IBM seems to be even more active than Sun in providing J2ME developers with adequate
development and runtime environments. They offer a full fledged IDE called Visual Age Micro
Edition and runtime environments for almost all PDA processor platforms available today.

Besides sun-certified implementations of CLDC and MIDP, IBM developed several other custom
packages with stripped-down class size. Those packages are not J2ME compatible and thus should be
used only in situations where the target device is well known. In this case valuable memory can be
saved by just using a subset of the functionality needed.

Another important feature of IBMs development environment is that it is able to detect and remove
unused classes from a given J2ME application. This can be very helpful especially when parts of third
party class libraries are used within a project.

Siemens6

Siemens is utilizing J2ME in the new mobile phone SL45i, and in order to foster the development of
applications for this device, they offer an emulation environment and established a developer
community. Siemens extended the standard MIDP implementation with classes giving access to
typical mobile phone features like SMS or the SIM card. Another important quality of the emulator is
that the transfer of J2ME applications over-the-air can be simulated, which is important to the
application area to which the solution proposed in this report is geared.

2.2.3 A Typical J2ME Application

The typical process of building a J2ME application is as follows:

• Writing the Java classes using an editor or an IDE

• Compiling the Java files by specifying the class library to be used (for instance MIDP) in the
bootclasspath.

• Preverifying the compiled classes. Because of the limited size of the KVM not all verifications
a regular virtual machine performs can be done by it, so the preverifier adopts parts of this task.

• Building a normal Jar file from the verified classes.

• Building a Jad (Java Archive Descriptor) file, describing the contents of the J2ME application.
A typical Jad file looks like this:

MIDlet-1: filiPong, filiPong.png, filigrane.mobile.application.Pong

MIDlet-Jar-Size: 405901

MIDlet-Jar-URL: filiPong.jar

MIDlet-Name: filiPong

MIDlet-Vendor: Sun Microsystems

MIDlet-Version: 1.0

                                                     
5 http://www.embedded.oti.com/
6 http://www.siemens-mobile.de/btob/CDA/presentation/ap_btob_cda_presentation_frontdoor/0,1928,20,FF.html
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The most important parts are in the first row from the left to the right the application name, the name
of the icon used and the fully specified name of the startup class. Also important is the URL of the
associated Jar file in the third row. This one is used when a J2ME application is installed over the air
as described in the following chapter.

The Jar and the Jad file together finally build a J2ME application, which can be deployed on every
target device for which a KVM is available.

2.2.4 Over-the-air Installation

The idea behind over-the-air (OTA) installation of J2ME applications is that it should be possible to
store a J2ME application on a web server somewhere in the internet, access it via a mobile device,
download it, and execute it locally.

In order to achieve this, the mobile device uses a HTTP request to get a WAP or HTML page
(depending on the browser implementation used) with links to the application Jar files that can be
downloaded. The user selects one of the applications and the transfer is initiated. After receiving the
file it can be deployed and executed.

This technology is especially useful when mobile phones are used as target devices. Since they are
always connected to their network, the connection to the web server can be initiated directly without
dial-in. That is very convenient for the user and opens a huge field of possible business applications,
possibly making J2ME programs in the future what SMS based applications are now.
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3 Analysis

In this chapter an ASP framework is first analyzed in general and after that examined in respect of
special constraints clients with limited processing power impose on such a framework. Finally, some
possible application scenarios are described.

3.1 Building Blocks of a viable ASP Framework
The issues that have to be addressed when building an ASP framework and the technologies used to
tackle them can be divided according to the interests of the different key-players: customer,
application provider and producer.

3.1.1 Customer

A potential customer needs to have trust in the processes in place and most of all in the honesty of the
provider as the player he has to interact with most. Important in this context are:

• Authenticity of the application. The user needs to be sure that the application he actually
received and is about to execute is the one he ordered and that it has in fact originated from the
provider he contacted. No man-in-the-middle should be able to interfere in the communication
without being recognized.

• Reliability of the application. The application should not harm the target system and the other
applications installed to any extent. Vicious behavior may either be unintended, due to
implementation errors, or on purpose such as a case when an application provider tries to spy
on the customers system with the program he sold (called Trojan-horse-attack).

• Legally binding license agreement. In case of a dispute it must be possible to prove the claims
any one of the participants in a transaction has.

Technologies that can be used to guarantee those features are, for example, a secured connection using
the SSL protocol, and an additionally signed executable which can be verified by using the public keys
of the provider, the producer, or even both.

To make an application trustworthy a trusted third party can be used to certify executables, which
again can be proved by a signature. A real live example for this is the Nextel network [Next]. Nextel
as the application provider certifies the programs to be distributed via its network. They must comply
with the following rules7.

                                                     
7 http://developer.nextel.com/secured_site/index.html
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AV&V Process Element Goal

Feature Functionality Testing Verify that the application performs as
expected in the Nextel environment with
Nextel devices

Network Integrity Validate that the application poses no
threat to network integrity, capacity and
security

Performance Verify that the application is within
acceptable limits for throughput and
latency

Compatibility Validate that the application performs as
expected on disparate devices, browsers;
meets user interface standards

Table 1 Certification guideline for applications used in the Nextel network

Using the network operator to take the tasks of the trusted third party seems to be a viable approach
because mobile phone users who are subscribed to a network already developed trust, otherwise they
would not sign a contract and give their billing information.

The problem of how claims could be proved in the case of a dispute remains yet unclear. The
comprehensive ASP framework Filigrane uses a so-called E-Notary for tracking every transaction
performed. With it a transaction becomes traceable. Together with the feature that virtually all data
transferred over the network is signed, this should be enough to solve all disputes.

3.1.2 Application Provider

From the application provider point of view other issues are of interest:

• Integrity of billing information. It must not be possible to manipulate, for example, the number
of times or the period of time an application is used if the billing is based on this information.

• Quality of applications. If an application does not live up to the expectations of the users, this
will most probably reflect in a bad reputation and declining sales figures.

• High diversity of possible applications. The more applications are offered by the provider, the
more sales he can generate and the broader becomes the customer base.

• As few as possible versions of an application. This refers to the problem of the manifold
operating systems and the need to adapt applications to them. The more general the client side
application is (by using Java or a browser for instance), the less adaptations have to be made
and the broader is again the potential customer base.

• Tamper proof applications. This is perhaps the most important issue in the providers’ point of
view because if there is a possibility to ‘crack’ the code of applications and making them
publicly available free of charge, he could go bankrupt in the long run.

This is less a problem for applications having a server component which has to be contacted in
order to get the service for which a client paid. In this case the client part is useless without a
corresponding server component. Stand-alone applications in contrast are very vulnerable for
these kind of attacks. The cracked application would most probably be available over the
internet and consequently nobody would pay for it anymore.
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To guarantee the integrity of billing information cryptographic methods could be used to encrypt data
and security protocols could be utilized to make transfer safe. The quality of an application has to be
tested and certified either by a trusted third party or, as in the case of Nextel, by the provider itself.

In the case an ASP framework is using a special development platform, such as Java, the number of
applications relies heavily on the availability of development tools and support for the developer
community. If an ASP framework is independent from how applications are implemented, drawing
from a high quantity of available programs is no problem at all. This holds true, for example, for ASPs
who just transfer an user interface to the user rather than running parts of the application on client side.

A high number of versions of a program is again only a problem if there is the need to execute code on
client side. In this case using a widespread development environment like Java seems to be the most
promising solution.

Tamper resistance is a crucial point, since it is necessary to leave at least some part of an application
on the – by nature – untrustworthy client computer. So it seems necessary to leave at least the crucial
parts of an application concerning for instance billing and licensing information on the server side. In
cases where this cannot be achieved reengineering the programs has to be prevented, in order to make
manipulation as difficult as possible. Obfuscation for example is a method to scramble executable
code, while preserving the original behavior. For Java this means that for instance class, method and
variable names are set to arbitrary values so that, when decompiled, it is much more difficult or almost
impossible to reconstruct the original meaning of the program.

One should keep in mind that this kind of protection is not safe at all, since a program logically stays
the same even after obfuscation takes place. So, it is more or less only a prolonging of tamper
resistance rather than a waterproof protection mechanism.

3.1.3 Producer

The producer is a little detached from the whole process once he gives his application to the provider.
His basic interests relate to:

• Being able to get sales data. Future decisions on what kind of applications to develop are
partly based on historical sales figures. So, the more detailed this data is, the more valuable it
is.

• Prevention of misuse. It must not be possible to reengineer programs and to make them
available without charge.

The Fee Collecting Agency and the E-Notary used in Filigrane are actors in an ASP framework which
adopt the task of collecting sales data that could be made available for the code producer, too. For
preventing misuse the same measure as utilized by the provider can be used, since this goal is actually
the same as the one of the provider making programs tamper resistant.

3.2 Restrictions for Mobile Devices
Mobile devices, even though becoming more and more powerful, are in general quite restricted
concerning processor power and storage capacity. That is why not all protection mechanisms
mentioned above can be utilized today.

This holds true especially if the client side code needs to be executable on as many target devices as
possible without much adaptation effort. The selected development platform J2ME provides this
portability with the drawback that special features of the different target devices can not be used in
application programs.

To show the differences between a mobile client and a PC client, the protection mechanisms that the
ASP framework Filigrane provides [JVM99] are one by one compared with the options J2ME offers.
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• Signature. The transferred code in the Filigrane framework is signed to guarantee its origin and
integrity. When looking at mobile devices the calculations necessary to verify cryptographic
signatures are quite time consuming and thus in general not applicable. This may change in the
future, when the microprocessors used become faster.

A possibility to avoid this problem is to first load the client program on a PC which verifies the
signature and after that transfer the application locally to the target device. Another idea is, to
outsource the verification to a remote server which only delivers the result to the client. In this
approach it is very important that the communication between client and server is secure,
which again imposes calculations for encryption and decryption on the client.

• Encrypting the executable. In order to prevent the client from decompiling the code it is
encrypted and only decrypted if the customer has the rights to execute. This is controlled by a
client side runtime environment called Filigrane Launcher. It checks the rights, decrypts the
application, executes it and dynamically verifies that the rights are still valid.

This component is based on the dynamic class loading capabilities of Java, which are not
implemented in J2ME, because they make the execution environment vulnerable for attacks by
vicious code. Even though many security holes in Java Standard Edition have been discovered
by now, and Sun tried to improve the security considerably, it is still insecure. So, critical
features are totally left out in J2ME and not planned to be added in future versions.

This strategy is sensible, since nobody would accept, for instance, that suddenly his mobile
phone does not work any more just because a new application was loaded and executed. This is
a fundamental difference between applications running on PCs and the ones running on mobile
devices. Unfortunately it is – at least partly – tolerated by PC users that applications have the
potential to harm their system.

• Rules. Rules are basically the terms on which the provider and the end-user agreed and which
have to be checked during execution. In the current implementation its either the number of
times an application can be executed or a period of time for which the customer is allowed to
use an application.

This is checked by the Filigrane Launcher, too. Since the concept of this component is not
applicable to mobile devices, other ways of checking those rules must be found (one solution to
that problem as used in the proposed framework is described in the following chapter).

• Software Watermarking. Software Watermarking as a security technique is still in its infancy
and thus only theoretically used in Filigrane. In general, this method could be used for code
running on mobile devices, too, because it just alters the structure of the code in some way and
does not touch the behavior of an application (please refer to chapter 6 for a more detailed
discussion of this subject).

• Obfuscation. Obfuscation tries to change the executable code without changing its behavior in
order to make it either impossible to decompile or at least incomprehensible once decompiled.
Since this technique is applied before code is executed and it does not change the behavior, it
can be used for code targeted on mobile devices, too.

• SmartCards. The SmartCard is used as secure storage for the usage rights and the secret DES
key. The idea is to make it impossible for the end-user to get hold of this data and thus make it
impossible to manipulate it.

Using SmartCards together with mobile devices would be a cumbersome approach, since an
additional SmartCard reader would be necessary to be carried around which no end-user would
accept. An area where this idea could be implemented successfully would be mobile phone
networks, since there a kind of SmartCard – the SIM card – is already incorporated in the
system. Using this SIM card as a secure storage would fit seamlessly in the infrastructure of the
current GSM networks.
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• SSL. In order to protect the communication between the server and the end-user client,
Filigrane uses SSL. This is a widely accepted security protocol which is incorporated in most
of the web browsers available today.

Even though quite common on PC clients, mobile devices are only at the beginning of
implementing this protocol. J2ME is no exception to that rule, as well. Currently, only HTTP is
supported as protocol. Even though an experimental implementation of HTTPS is provided
with the current version it is not supported and not planned to be officially added in the near
future.

The following table summarizes the findings of the discussion above.

ApplicableSecurity Feature Not
Applicable

Directly With Modification

Signature X

Encrypting the
executable

X

Rules X

Software Watermarking X

Obfuscation X

SmartCards Mobile phones

SSL X

Table 2 Filigrane security features and their applicability on mobile devices using J2ME

3.3 Application Scenarios
When working with mobile devices, it seems worthwhile looking at application areas beyond what is
state-of-the-art at the moment. Traditional ASP is targeted mostly on business users, and so products
like Office Suites, Enterprise Resource Planning software, E-Commerce platforms and Document
Management Systems are available today.8 The main reason for companies using such products is to
outsource parts of their IT-related processes and thus save costs.

Mobile devices can only partly be used in such a context; for example, it is quite inconvenient to do
word processing or use spreadsheets on their small displays and keyboards. However, using them as
an access point to a sales database which was outsourced for instance would make sense. A small
client side application with graphical user interface would establish the contact, identify itself at server
side, receive and finally present the data to the user. So, it must be evaluated for each application itself
whether it can benefit from mobile clients or not.

Looking at the consumer side, mobile devices open a whole new field for applications which could be
distributed via ASP. In the mobile phone sector for example small games implemented in Java could
be offered on a frequency-of-use basis. People tend to try out things more probably if they only have
to pay a small amount for it, rather than buying it as a whole, at once for a much higher price.
Furthermore, these kinds of gadgets are valuable for a limited period of time only anyway. After that,
the appeal to the user declines rapidly, especially if new applications are offered very frequently.

                                                     
8 http://www.asp-marktplatz.de
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Similar is the idea of providing location based services by small Java applications; once the user
leaves the district they become useless and thus can be deleted, but inside the destination area the
application can guide the user in a much more convenient way than traditional location based services
based on SMS or WAP can do.

The few examples described above show, that there is a huge field of potentially interesting
application areas. It only depends on the proliferation of Java enabled devices and the technical
infrastructure provided, for example, by GSM network operators to make mobile ASP a profitable
business.
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4 Design

In this chapter an architecture for incorporating mobile clients into an ASP framework is suggested.
First, an overall view is given, followed by the description of the strategies to secure the client side
code and the data transfer between a mobile client and a server. Finally, the weaknesses of the
proposed framework are discussed.

4.1.1 Overview

Having in mind the goals of the three key players (customer, producer and provider) and being aware
of the restriction mobile devices impose on application development, I propose the following general
approach for using mobile devices in an ASP framework.

Figure 3 Overview on publishing a service or application

The two underlying technologies in this approach are:

• Java 2 Mobile Edition (J2ME) for client-side code. Having the goals of being executable on as
many mobile devices as possible with no need for code adaptations and having the freedom of
executing code on the client side (which is not possible by using a WAP browser), J2ME is
basically the only option available today.



Design 26

• HTTP as transfer protocol. HTTP is the standard protocol for the internet and thus many
different clients and servers can be reached this way. In addition to this it is the only protocol
currently implemented in the Java 2 Mobile Edition.

The procedure of publishing a service or application depicted in the picture above is as follows.

The producer develops the client- and the server-side code for his service and offers it to a provider to
make it publicly available. The provider checks if the code complies to its quality standards and, based
on that, accepts or refuses the offer.

Once the provider decides to publish the service or application, he needs to incorporate some control
and security mechanisms (as described in a following section) in the client-side code which assures
that the code is executed as specified in the license agreement only. After this, the code is stored in the
providers database.

The provider has a web side where he advertises his services; the customer selects a service or
application and negotiates the terms. Now he subscribes to the service or application and the provider
creates an individual and unique version of the client-side code by hiding a secret DES key and –
depending on the kind of application – other secrets inside it. The code is then made available on a
publicly accessible web server, optionally protected by a password.

The client can now download the code either directly to his mobile device or with a browser, first to
his PC and after that offline further onto the target platform of his choice.

The current implementation of the proposed architecture supports two different kinds of leasing
models. Leasing software for a limited period of time by specifying a specific date and hour of
termination and leasing software for a certain number of executions with each execution itself being
unlimited.

4.1.2 Securing the Execution and the Code

In order to overcome the dilemma of securing code executed in a potentially hostile environment
without compromising its integrity, the decision was to follow a hands-on approach by utilizing a
combination of several state-of-the-art protection mechanisms. The protection process consists of three
steps:

1. Adding new classes performing runtime checks. These checks comprise testing the number of
executions already performed when an application is started and comparing the system clock
continuously with the time of termination.

2. Dispersing a secret DES-Key and possibly other secrets inside the classes. The DES-Key is
used to protect the communication between the client and the server. In the current version the
other secrets besides the DES-Key are the unique application ID, encrypted and as plain text, to
enable the server to associate a request with an application. The encrypted application ID
assures that nobody can guess an application ID and make an unauthorized request, spoiling the
license.

3. Obfuscating the compiled classes. In order to prevent the code from being reverse engineered a
freely available obfuscator is used to obfuscate the class files of the application.

The first two steps are summarized in the picture below:
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*

*

*

*

*

pacckage mypac.myclass
class myclass {
   myMethod1 {
   }
}

pacckage mypac.myclass
class myclass {
   myMethod1 {
   }
}

pacckage mypac.myclass
class myclass {
   public static key3 = “C”;
   public static key7 = “4”;
   ...
   myMethod1 {
   }
}

Code as delivered by the producer

Code with incorporated runtime checks

Code with secret key dispersed 
in Java classes + new getter class

*

Entry of original code

Entry of code including runtime checks

Getter class for restoring secret key

Adding runtime controls

Hiding secret  key

Figure 4 Adding runtime controls and hiding the secret in the client-side code

The producer delivers the client-code of his service or application as J2ME Midlet to the provider. The
provider modifies the source according to the desired leasing model – either based on period of time or
frequency of execution.

For both license types the new added entry class extending Midlet checks, by a HTTP request (which
is secured by a mechanism described in the next section), the license on the provider’s server every
time the program is initiated.

For the license type based on a period of time, additionally, a Watchdog class extending TimerTask is
added. This class is recurrently invoked by a Timer and checks whether the time of termination has
been reached or not. If the time has ended, the application is terminated immediately and cannot be
resumed, it becomes worthless. In order to unlock it again the license has to be renewed.

After this a secret DES-Key and – depending on the implementation – other secrets are dispersed
inside the different Java classes of the current package and added to a sub-package called disp. This is
done by dividing the key string into its constituting characters and adding them as public static string
variables to the beginning of each class in the package. A class after this procedure may look like this:
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public class Pong extends MIDlet implements CommandListener {

public static String varKey3 = "3";

public static String varKey11 = "8";

public static String varKey19 = "3";

public static String varKey27 = "2";

public static String varKey35 = "9";

public static String varKey43 = "0";

...

Along with this a getter class is created and added to the package. The only method this class contains
is get(), which concatenates the dispersed parts of the key again. The code of such a class may look
like this:

package filigrane.mobile.application.disp;

public class Key {

   public String get() {

      return

      PongPaddle.varKey0 +

      PongBall.varKey1 +

      PongCourt.varKey2 +

      Pong.varKey3 +

      ServerConnection.varKey4 +

      ServerConnection.varKey5 +

      DecryptDES.varKey6 +

      EncryptDES.varKey7 +

...

In order to retrieve the secrets again, the getter classes have to be instantiated and their get() method
has to be called.

Now the Java sources are ready for compilation so that the resulting class files can be scrambled by an
obfuscator program. The goal is to make it very difficult (but unfortunately not impossible) to
understand the decompiled code and thus extract the secrets hidden inside. Since the secrets are
somehow represented by the program code of the associated getter class, the resistance to attacks is
very much dependent on the quality of the obfuscator used and especially on the strategy it uses to
obfuscate the programming logic.

4.1.3 Securing the Communication

Communication, in order to receive dynamic and up to date data, is crucial to many applications today.
Additionally – given the fact that the client machine is basically a hostile environment, where it is not
possible to store data securely without spending a lot of time in using highly elaborated security
mechanisms – storing data on a secure server is an interesting option. To do this it is necessary to have
a secure communication between client and server.
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In the approach followed in this report the secret DES-key hidden in the client side code is used to
encrypt the communication over an unsecured network connection using HTTP. So, it is guaranteed
that it works in most of the network environments in place today. This holds true especially for the
two most important ones: the internet and many GSM networks. The following scheme shows the
protocol used:

Key-
store

ServerClient

Application 1

DES key (d1) App. 1 
�

 DES key (d1)
   App. 2 

�
 DES key (d2)

   ...

Application 1

Calculates:
#random r

Ed1(r)
Ed1(App. ID = 1)
App. ID = 1
Ed1(request)
request

Sevlet
Calculates:
Dd1(Ed1(r))
= r
Dd1(Ed1(App. ID = 1))
= App. ID = 1
Dd1(Ed1(request))
= request

Ed1(r || data1)

App. ID = 1

d1

   

App. ID = 1
& request

data1

Application 1

Calculates:
Dd1(Ed1(r || data1))
= r || data1

Dd1(r) Decryption of r using DES key d1
Ed1(r) Encryption of r using DES key d1

Data-
store x

App. 1 
�

 data1
   App. 2 

�
 data2

   ...

Figure 5 Client server communication protocol

It is a basic challenge/response protocol using a shared secret – the DES-key – to sign and encrypt data
transferred. If the application on the client-side wants to contact the server, it generates a random
challenge r and encrypts it with its secret DES-key. The encrypted challenge is sent together with the
application ID and the request (both as plain text and as encrypted data) to the server.

By using the plain text application ID, the DES-key of the application can be retrieved from the
keystore. After that, the encrypted challenge, application ID, and request are decrypted. The decrypted
data is compared with the plain text data sent to determine whether it is in fact the application with the
sent ID which made the request. Provided that the checks are passed, the requested data is retrieved
from the Datastore and, if necessary, updated. Now, the concatenation of the challenge r and the
requested data is encrypted and sent to the client application.

The client application decrypts the data received, extracts the challenge, and checks it by comparing it
with the generated challenge. If they are the same, processing continues.

4.1.4 Weaknesses of the Approach

Since normal DES encryption is believed to be insecure considering the steadily increasing processing
power available for a given price, the more secure version with triple encryption (Triple DES) is used
for the approach proposed in this report. It is assumed that this algorithm is secure and that it is
impossible to find the secret key by just calculating it from a cipher text/plain text pair.
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Furthermore, hiding the secret is not dependent on the secret itself as long as it can be encoded in
String format. Anytime the current crypto algorithm is not suitable anymore, it can be replaced
without much effort, provided there is an implementation available for J2ME.

So, the focus is on showing the security of the protocol itself by analyzing it from a business point of
view. A precondition for this analysis is that the secret DES-key and the other secrets hidden inside the
code of the client side application are secure. To prove this contention, further investigations are
necessary, which may be the subject of following work. Another precondition is that the transfer of the
program itself is secure. This could be assured by the surrounding ASP framework such as Filigrane or
by security mechanisms already used in the lower transfer protocol layers of wireless networks.

• Man in the middle. Someone is interfering with the communication between client and server
and tries to use the data sent for his own purposes.

This scenario makes sense only for somebody who uses the same application but does not want
to pay for the service. The attacker knows the application ID and the request, but there is no
way for him to take advantage of this information. He would need the DES-key incorporated in
the version of the application currently communicating with the server, or he would need this
version itself. The data can not be decrypted otherwise. This is in contrast to the preconditions
that the client side application can not be cracked or eavesdropped.

The problem of using the eavesdropped information for a replay attack spoiling the license (for
instance, by making the server decrease the number of executions down to 0) can be prevented
by storing a list of already used challenges for each application so that a request cannot be
stated twice or more often.

• Client side. The client requests a service without paying for it.

Since only the server, which provided the application knows the DES key and the application
does not understand information coded with another key, the client can not request a service
without contacting the original server and thus paying for it.

• Server side. The server bills services never requested by the client.

If this protocol was implemented without a trusted third party which tracks the requests of the
clients independently, this would be a possible attack. This is basically the same problem as,
for example, with telephone bills. In the event of a dispute the client needs to trust the data
recorded by the telecom company; there is no trusted third party which could prove the claims
of the company.

If distinguished by the kind of application, with or without server side implementation and the leasing
model, the following attacks could be made.

a) Standalone application

• Leased based on period of time. This is the kind of application most open to attacks, since the
only thing to do is to set the system clock of the target device on a historical date. Even though
this can be done by virtually every user, it is probably not a very common attack because
mobile devices like PDAs or mobile phones depend heavily on an accurate time, since they are,
at least partly, used as a substitute for an organizer.

• Leased based on frequency of use. Here the only way to avoid paying is to decompile the
application and remove the classes checking the execution in order to prevent the contact to the
server. This would be the same as gaining access to the hidden secrets, since if somebody was
able to understand the application logic, he would also able to extract the secrets hidden inside
this logic.
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b) Application with server side code

• Leased based on period of time. Since data stored on the server side is necessary for the
application to provide the service it offers, the attack of setting back the time would not make
much sense. In order to receive the service the server has to be contacted anyway, and thus the
server itself can check whether the application requesting data is still valid or not.

• Leased based on frequency of use. Even if the attacker was able to decompile the program and
remove the runtime checks, the application would still be worthless since server side data is
necessary to provide the service, and so the server can make plausibility checks and thus
discover fraud.

It becomes clear from the discussion above that the security of the application corresponds directly to
the difficulty of decompiling the obfuscated code and thus compromising the secrets hidden inside.
Since investigating this is not the focus of the this report, the suggested approach should be used with
caution. Generally, it can be said that the shorter the lifespan of an application and the less expensive
an application is, the lower is the probability someone will try to put effort in reverse engineering it.
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5 Implementation

In this chapter the prototypical implementation of the proposed framework is described. Therefore, a
short overview on the implementation is given. After that, the environment on the server side used for
storing the applications and handling the licenses is introduced. Finally, the server itself and the
structure of a typical client side code are described.

5.1 Overview
In order to show that the proposed concept is viable in real life, it was prototypically implemented
utilizing the following base technologies:

• Java 2 ME for client side code using the external open source cryptographic library bouncycastle9.

• Java 2 SE for server side code using Java Servlets.

• Jakarta Tomcat 3.2.310 (Open Source) as Servlet container.

• RetroGuard 1.111 (Open Source) as obfuscator.

The following picture illustrates the overall architecture of the prototype.
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Application JAD
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1 Search for applications available

2 Offer the applications available via web page

3 Order/pack an application

4

Display links to the downloadable files

5 Download files to client

6 Execute application with runtime checks

Figure 6 Overall architecture of the prototype implementation

                                                     
9 http://www.bouncycastle.org/
10 http://jakarta.apache.org/builds/jakarta-tomcat/release/v3.2.3/bin/
11 http://www.retrologic.com/
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The applications are stored inside a defined directory structure, which facilitates the process of
adapting and packaging arbitrary J2ME Midlets into applications. These conform to the rules ASP
applications of the proposed framework must follow.

This structure is scanned by a Servlet (1), which displays the available applications together with a
marketing text and the possibility to choose between one of two license types (2). One license type is
the leasing of an application by number of executions; the other one is leasing the application until a
given expiration date is reached.

After the application and the license type are selected, an individual version of it is built (3), including
– among other secrets – the unique application ID and the DES-key. When the packaging is finished
the application JAD and JAR files are offered for download (4).

By clicking the displayed links the application can be transferred to the client computer (5) and after
that to the target platform (a mobile phone, PDA or another mobile client).

Every time the application is executed, a HTTP request invoking a third Servlet is sent by the
incorporated runtime checks (6), resulting in either executing the application or refusing the execution
due to a license violation.

5.2 Server Side Application Environment
The intention of the server side application environment is to facilitate the creation and handling of the
unique versions of an application leased by customers. For this purpose a directory structure is
introduced which is described in the first section. After that, the manual process of turning an arbitrary
J2ME application into an application fitting into the proposed architecture is shown. Following this the
two steps performed by the automatic generation of an unique version of an application are described.

5.2.1 Overview

The server-side application environment is reflected in a fixed directory structure, including all
necessary executable files of third party products and the prototype implementation.

The first level includes the following directories:

• asp[ApplicationName] containing a specific J2ME application

• bin containing all necessary executables and batch files

• lib containing all necessary JAR files

• templateApp containing an application directory frame, which can be used as a starting point to
add a new application into the ASP environment

To fit a given J2ME application in the directory structure and turn it into an ASP application the
following three steps have to be performed:



Implementation 34

package pac.xyzPac
class appXYZ  extends MIDlet {
   startApp(...) {
   }
}

WatchDog

ServerConnection

DecryptDES

EncryptDES

Adaptations in Startup MIDlet class
+

+
Creation of application directory 

package pac.xyzPac
class appXYZ  extends MIDlet {
   oldStartApp(...) {
   }
}

AppPreparator

build.bat

JAD file JAR file

Additional Java
Classes

Directory Creation and
Manual Code adaptation

Automatic Application
Source Generation

Automatic Obfuscation
and Packaging

Figure 7 Overview on turning an arbitrary application into an ASP application

In step one a new application directory within the defined directory structure has to be created
manually. Afterwards, the adapted application sources (including additional Java classes and an
adapted MIDlet startup class) have to be copied to this directory. This step has to be executed only
once for each application. Steps two and three then generate an unique executable version of the
prepared application.

Step two, by initiating the application preparator, disperses the secrets and generates additional files –
for instance, the license file – necessary to execute the application.

In step three the Java source files are compiled and obfuscated and finally packed into an executable
JAR and JAD file pair. Therefore, a batch file called build.bat has to be executed with the application-
directory-name as a parameter.

5.2.2 Directory Creation and Manual Source Adaptation

This step in contrast to the following two steps has to be performed manually, but only one time per
application. Once it is finished as many unique executable versions of the application can be produced
automatically as desired.

Firstly, a new application directory has to be created. The name has to start with asp followed by the
name of the application itself. Afterwards, the files contained in the directory templateApp have to be
copied to the new directory. In addition, two subdirectories need to be created in the new application
folder. One with name src containing the Java source files and another one with name dispApps
containing directories with the executable version of the application.
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Some of the copied files are:

• info.txt contains the application name in its first row and the following rows contain an advertising
text, which is displayed on the web site.

• Manifest.mf is the manifest file used for packaging the application into a JAR file.

• dispApps/verApp.jad  is the JAD file necessary to install an application JAR file on the target
device.

All these files have to be adapted to the characteristics of the new application.

Secondly, the application Java source files together with the four additional classes Watchdog.java,
ServerConnection.java, EncryptDES.java and DecryptDES.java need to be copied to the src
subdirectory. Afterwards, the startup class has to be altered by adding new methods which perform the
runtime license checks (this is described in more detail in the following section “Application”).

The prepared application is now ready for distribution; the – for this necessary – generation of unique
executable versions of the application is described in the next two sections.

5.2.3 Automatic Application Source Generation

For the preparation of an application, the class AppPreparator was implemented to perform the
following steps sequentially:

• Generating a DES-key. By using a class named DESKey a new, unique DES-key for the
application is created.

• Generating an application ID. A random number is created which serves as an unique application
ID.

• Dispersing the secrets. By using a class named Disperser a new target-directory with the name of
the application ID is created in the dispApps directory. Afterwards, the DES-Key, the plain text
application ID, and the encrypted application ID are spread over the Java source files – as
described in the Design-chapter – and stored in the target-directories’ src subdirectory.

• Creating necessary files and directories. In order to prepare the following step of obfuscating and
packaging the application, some subdirectories need to be present in the target-directory. They are
necessary to hold the compiled and obfuscated class files.

The files created in this step are for instance:

• challenges.txt which holds a history of already used challenges for this version of the
application.

• keyStore.txt which holds the secret DES-Key. By reading this file the server is able to decrypt
the request of this instance of the application running on a client device.

• compile.bat which is used in the packaging step to compile the Java source files.

After the application preparator is finished, the application is ready for the final step, the obfuscation
and packaging of the class files.

5.2.4 Automatic Obfuscation and Packaging

The steps necessary to obfuscate and finally package the application are performed by several batch
files stored in the directory named bin. The batch file build.bat executes all these steps sequentially in
the right order. The steps to be performed are:
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• Compiling. The source files need to be compiled to be obfuscated. Therefore the generated
compile.bat stored in the application ID directory is executed.

• Building a JAR file. In order to enable the obfuscator to process the compiled classes, they have to
be packed into a JAR file, which is performed by the batch file buildJar.bat.

• Obfuscating. The batch file obfuscate.bat calls the obfuscator which produces a JAR file
containing the obfuscated classes.

• Inflating JAR file with obfuscated classes. Since class files need to be preverified to be executable
on a target device, and the preverifier needs class files not a JAR file as input, the obfuscated
classes need to be inflated before the next step. This is done by the batch file
buildClassesObfus.bat.

• Preverifying. The batch file doVerify.bat calls the preverifier.

• Packaging. Finally the preverified class files can be packed together with the Manifest.mf file into
a JAR file. This is done by the batch file buildVerJarMan.bat.

After all these steps are performed, a pair of a JAR and a JAD files is ready to be loaded to a target
device for execution.

5.3 Server
The server for handling client requests is implemented using Java Servlets. The description starts with
a brief introduction and continues with the characterization of the three constituting parts SellServlet,
BuildServlet, and CheckServlet.

5.3.1 Overview

The server side of the implementation is divided into three components, each reflected by a Java
Servlet class.
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Figure 8 Overview on server side implementation

The first two Servlets are responsible for offering the different applications for leasing (SellServlet)
and building an unique instance of the selected application (BuildServlet). The resulting JAR/JAD file
pair can then be downloaded and executed on a target device. This procedure has to be performed only
once per application and user.

The third Servlet (CheckServlet) acts as a server for the license information, which is requested each
time an application on a mobile client is being executed. For this it needs to be online continuously, in
order to answer the requests of the various applications which have been leased already.

5.3.2 SellServlet

This Servlet scans the ASP directory structure for subdirectory names starting with asp, which
indicates the corresponding folder contains an ASP application. In each of those directories it reads the
info.txt file which contains the application name in its first row and an advertising text in the following
rows. This information, together with the possibility of choosing a license type, is put into HTML
format and sent as response to the client. The layout of such a response page is shown in the picture
below.
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Figure 9 SellServlet screenshot

5.3.3 BuildServlet

The BuildServlet is responsible for preparing, obfuscating and packaging an application. Therefore it
first calls the method prepare() of class AppPreparator, which performs the steps described in section
Automatic Application Source Generation. Afterwards, it calls the batch file build.bat as an external
process. As a result the application is packed into a JAR/JAD file pair which is made available for
download via two links. The following picture shows the result page after an application is built and
the download is about to start.
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Figure 10 BuildServlet screenshot

5.3.4 CheckServlet

This Servlet is contacted from each application which was ordered by a client and is now being used
on a mobile device. The contact is established once at application startup. Therefore, the application
ID as plaintext and as encrypted ciphertext together with an encrypted random number is sent to the
CheckServlet. The random number is used to verify the response to a request at client side as being
originated from the same server which was originally contacted.

The application ID plaintext is used to find the associated application directory on the server file
system. Therefore, all dispApps subdirectories of all asp-directories are scanned. If the corresponding
directory is found, the associated DES-Key is read from the file keyStore.txt and the challenge and the
encrypted application ID are decrypted. If there is a mismatch between the two application Ids, or the
challenge is found in the list of already used challenges (challenges.txt), the processing is stopped
immediately. If the checks pass, the new challenge is added to the file, challenges.txt, and the contents
of the license file (license.txt) is returned. In case the license type is based on a limited number of
executions, this number is decreased by one.

5.4 Application
In this section the structure of the client side code is described. Therefore, an overview on the
additional classes and methods is given. Afterwards, the adaptation process of turning an arbitrary
J2ME application into an application that can be used within the proposed framework is shown.
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Finally, a short look is taken at the user interface to provide a brief insight in how an application will
look in real life.

5.4.1 Overview

In order to make an arbitrary J2ME application work within the proposed architecture, some additional
classes have to be inserted in the application package. The following diagram gives a short view of the
relation of these new classes among each other and of how they relate to the methods added to the
startup class of the original package.

WatchDog

checkLicense()

checkCounter()

checkExpirationDate()

ServerConnection

DecryptDES EncryptDES

CheckServlet

startApp()

AspCommandListener()

Internet

HTTP

New inner class in startup class

Addtional class

Server side class

Addtional method in startup class

oldStartUp()

Figure 11 Inner structure of an adapted application

In a J2ME MIDlet the method startApp() is the one called at the beginning of an execution. So, this is
the place where the license check has to be incorporated; for this the original startApp() method is
renamed into oldStartApp(). It is only called after all license checks are passed, and thus the actual
application has the permission to be started.

The user can trigger the checking of the license by executing the check command which itself triggers
an event caught by the new inner class AspCommandListener(). Herein, the command is identified,
and the associated method checkLicense() is called. Using classes extending commandListener() and
fields of type, Command is the usual way the interaction between user input and method calls is
handled in J2ME.

CheckLicense() uses the methods of the new class ServerConnection to contact the server, represented
by CheckServlet. In order to encrypt and decrypt the data sent to and received from the server, the
classes DecryptDES and EncryptDES are used. After the license information has been received, either
one of the methods checkCounter() or checkExpirationDate() is called, depending on the license type.
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CheckCounter() checks whether there is still credit for the requested execution, and depending on this
either calls the original startApp() method (now called oldStartApp()) or terminates the execution of
the program. CheckExpirationDate() spawns a Timer thread (represented by the class Watchdog) in
the background and afterwards executes the original program. The Timer continuously checks if the
time specified in the license has been reached already, and if true, the execution is terminated.

5.4.2 Adaptation of an arbitrary application

In the following a step-by-step introduction is given on how to adapt the startup class of an arbitrary
J2ME application so that it can be used within the proposed framework.

1. If not included already, the following classes have to be imported:
import javax.microedition.lcdui.StringItem;

import java.util.Timer;

import java.util.TimerTask;

2. The following fields have to be added:
private Form aspStartForm;

private Form aspFinalForm;

static final Command aspExitCommand = new Command("Exit", Command.STOP, 0);

static final Command aspCheckCommand = new Command("Check", Command.OK, 1);

static final Command aspStartCommand = new Command("Start", Command.OK, 1);

The two Form fields represent the start and the termination screens. The three Command fields
represent the commands the user can trigger: Exit the application, Check the license, and Start the
application.

3. The following methods have to be added (the code for those methods can be obtained from the
class ExampleMIDlet.java in the templateApp directory):
checkLicense()

checkCounter(String licData)

checkExpirationDate(String licData)

startApp()

4. Finally, the following inner class has to be added (which again can be found in the class
ExampleMIDlet.java in the templateApp directory).
AspCommandListener implements CommandListener

Since these are quite simple steps, it should not be a problem to execute them automatically, too.

5.4.3 The user interface

In order to give an impression of how an ASP application in the proposed framework looks, some
screenshots of typical user interactions are shown. In J2ME, the user interface of an application can
look quite differently depending on the target device on which an application is running. So, the
following description can only give an idea on how an application will look on a concrete mobile
device.
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Figure 12 Screenshots of a normal execution of an application

The picture on the left shows the startup screen directly after an application is initiated. The user can
either terminate the application or trigger a license check. After the check button is pushed and the
license is valid, a start button is displayed (picture in the middle). When pushed the actual application
starts (picture on the right).

In the event the license has expired one of the two screens showed below are displayed, depending on
the license type.

Figure 13 Screenshots of termination screens

The left picture shows what happens if there is no more credit for the current application. No start
button is displayed; the only option left is to terminate the application. In case the time is up and in the
license an expiration date was defined, the application is terminated immediately, and the screen on
the right picture is shown, leaving again only the exit option.
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6 Related Work

A work very closely related to the one presented in this report and to Filigrane was written by Lee, Lee
and Kim [LLK00]. They describe an electronic software distribution scheme based on public key
cryptography. Like Filigrane they use an authentication agent (AA) checking execution rights at
runtime and at installation. Like the suggested approach they use a symmetric key hidden inside the
code of the AA to protect communication to the installation program.

The whole approach looks somehow like a merger between Filigrane and what is done in this report,
with the only difference that it is applied to normal personal computers rather than to mobile devices.
Unfortunately, it remains unclear how the secrets inside the executable code are hidden and fraud is
prevented.

In their paper Daswani and Boneh [DB99] describe a prototype application which utilizes a Palm PDA
as an e-commerce client. In their scenario they use the PDA as a user interface for a vending machine.
All available items appear on the screen and can be selected. Once a product is chosen, it is paid by an
electronic wallet installed on the PDA, which needs to be charged at a bank teller. The whole
architecture is based on an encryption scheme called hash chaining used to sign the amounts
withdrawn.

Compared to the current work this idea is somewhat complementary, since the architecture could act
as a kind of underlying payment service. The applications themselves and the services they request
could be viewed as the products in the vending machine. The main problem in this approach is that it
needs a costly infrastructure of withdrawal terminals and a common standard that needs to be agreed
upon by providers and banks. Since already established standards like DigiCash12 were not accepted
by the customers, it is quite unlikely that a new standard like this could be easily implemented in a real
world scenario.

One building block of the proposed architecture is the protection of a secret inside executable code,
which could be actually viewed as marking it. So, it seems reasonable to look at the research area of
software watermarking to potentially be able to benefit from these techniques.

One proposal comes from Collberg and Thomborson [CT99] [PKK00]. They hide the watermark
inside a graph structure which is represented in the Java source code as fields pointing to each other.
The retrieval is done by extracting the necessary information from the heap while the program is
running.

To use this approach in the current context, it would be necessary for the graph structure to be read by
the application itself rather than being checked from outside. This seems to be possible, but it would
not increase the security of the application because the main protection is the obfuscation of the code.
If the code can be decompiled, either one of the hiding mechanism could be reversed. The only
difference is that the graph structure is possibly more complicated to decode, but this provides only
slightly higher protection.

The other techniques proposed directly alter the bytecode, which makes it impossible for the signed
program to read the watermark itself, and thus those techniques can not be used in the suggested
approach. In one of those marking algorithms [SHF99], a technique applied already in the image
sector called spread spectrum is adapted to program code. In the other one [MIM00] a dummy method
is used to store watermarking information after the code is compiled.

                                                     
12 http://www.heise.de/tp/english/inhalt/te/1643/1.html
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7 Summary

The main result of this research is that it is indeed possible to use devices with limited resources in
ASP frameworks today. For the handling of billing information, user registration, and the transfer of
client side code, already established ASP frameworks like Filigrane can be utilized. Nevertheless,
some of the elaborated security technologies used on the client side have to be sacrificed.

The crucial point is the thread of reverse engineering the client side code of an application and
removing the runtime checks. In case up-to-date data is needed for an application to be useful
(location based service), this kind of attack is rather worthless. The application depends on a
continuous update. If the application is stand-alone, this attack would be possible and could not be
prevented, but only be delayed by the utilized obfuscation.

It has to be proven, if such attacks are really a danger in a real world situation. The hope is that as long
as an application is cheap and the utility is limited, it is not worth reengineering it. This may be the
case with games or location based services, for instance. Even though such claims seem to be
reasonable, they have to be proven first, before the framework can be used for business.

The limitations mentioned above leave the impression that the suggested framework is especially
useful when combined with mobile phones, rather than with PDAs. Firstly, PDAs are not always
connected to a network, and therefore, the start of an application can be quite troublesome. Secondly,
PDAs currently available are quite powerful already, and thus the demand for more elaborate
applications is growing fast. This in turn would make it increasingly worthwhile reengineering them,
which can not be prevented by the incorporated security technologies.

A possible scenario for the future may be that J2ME applications take the role of SMS messages.
Applications are downloaded, used several times and possibly reactivated again later. The profitability
of offering such J2ME applications in mobile networks is heavily dependent upon the number of
devices sold and the amount of use cases which are accepted by the majority of customers. Nobody
knows today what the future may bring in this application area, but at least as far as the proliferation of
Java-Phones is concerned, the announcements made in the industry sound quite promising.

In such a situation the framework could benefit from the infrastructure of GSM networks. The SIM
card could be used as a secure store for the shared secrets. Since it is possible for a network operator to
communicate with the SIM card without the need or obligation to inform the phone user, he could
store the secrets on the card directly. Provided that the network operator is trustworthy and encryption
used within his network is secure, this would improve tamper resistance substantially. The only
drawback of this enhancement would be, that the phones needed to be adapted too and that new SIM
cards had to be issued.
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